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PekomeHaaumm no obecneyeHnro
nHbopmaunoHHOU 6e3onacHOCTM Npu paboTe ¢
cncremomn Directum

B gokyMeHTe onucaHbl MexaHW3Mbl 3almTbl MHPOPMaLLMK, ncnonblyemble B cucteme Directum, a Takxe
AaHbl pekoMeHzauun Kk UT-nHdpactpyktype opraHmsaunn. BelnosnHeHne 3Tmx pekoMeHgaumni no3BoamT
3alMTUTL aBTOMaTM3MpoBaHHyto cuctemy (AC), uyacTbrto KoTopown aBasetca Directum, po knacca
3aWmieHHoCTM 117 BKAKUMTENBHO.

ObecneyeHne NHPopMaLMOHHON Be30MacHOCTN aBTOMaTU3NPOBAHHOW CUCTEMbI TPebyeT KOMMAEKCHOrO
noaxoga W 3awuTbl MHOOPMaLMM Ha 3aKOHOAATE/NIbHOM, aAMWHUCTPATMBHOM, MPOLEAYPHOM U
NPOrpaMMHO-TEXHUYECKOM  YPOBHE.  3aKOHOAATesbHbI  YPOBEHb  3alyuUThbl MHPopMaLmn
pernameHTUpyeTca rocysapCTBEHHbIMN OpraHamu.

Utobbl obecneuntb 3awmTy WHGOpPMaLMM Ha afgMUHUCTPATUBHOM W MpPOLEAYPHOM YpPOBHe,
paspaboTalMTe  KOMMAEKT  OpraHu3aLMOHHO-pacnopaauUTeNbHON  AokymeHTaumm. OH  josikeH
pernameHTMpoBaTb MpaBa, 06A3aHHOCTM W MOJHOMOYMS aZMMHUCTPaTopa 6e30MacHOCTW, pernameHT
aHTUBMPYCHOTO KOHTPOA, PernaMeHT YCTaHOBKM B CUCTEMY HOBOTO MPOrpaMMHOro obecneyeHus, B TOM
yncne  nopsajoK  AENCTBUA  MPU  U3MEHEHUW  BEPCUM  CUCTEMbI,  PErlamMeHT  TeCcTUpPOBaHWA
paboTtocnocobHOCTM  cucCTeMbl  3awuUTbl  MHPopmaumu. Kpome TOro, OH [JO/KEH Onpeaenatb
OTBETCTBEHHbIX 3a obecneyeHne MHOPMaLMOHHOW 6e30MacHOCTM W pernameHTMpoBaTb GU3NYECKYHO
3alWnUTy  YCTPOWCTB U HOocuTene WHopmMaumu, 4Tobbl He JAONYCTUTb HeCaHKLMOHUPOBAHHOIO
NMPOHWKHOBEHMUS.

Y106kl 06ecneumnTb 3almTy MHGOPMALIMM Ha NPOrPaMMHO-TEXHUUYECKOM YPOBHE:

e nNpumeHAnNTe cepTdULMPOBaHHbIE CpeacTBa 3almTbl MHPopmaumm ana AC knacca 3almLLEeHHOCTH
1T BkatountenbHo. OHW AONXKHbI ObecneymBaTb KOHTPOJb LIENOCTHOCTM MPOrpamMMHbIX CPeacTB
cuctembl Directum n obpabaTbiBaeMor MHGOpPMaLMK, a Takke HEM3IMEHHOCTb MPOrpaMMHOM Cpesbl;

* VCNoONb3ynTe cepTUdMLMpPOBaHHbIE CPeACTBa aHTUBUPYCHOM 3aliuTbl U CpeAcTBa OOHapy>KeHus
BTOP>XXEHWIN HY>XHOTO TUMa M Knacca 3aLmThbl;

e 1CMONb3yiTe CepTUMLMPOBAHHbIE MEXCETeBble 3KpaHbl TPebyeMoro knacca 3alULieHHOCTV Npu
nogkntoyeHnn  AC K MHGOPMALMOHHO-TENEKOMMYHUKALIMOHHBIM  CETAM  MEXZAYHapOAHOro
MHGOpMaLMOHHOro obMeHa.

CornacHo TOCTy P50922-2006 «3awmTta MHbOpMaLMM», MHPOPMaLMA CUMTAETCA 3alMLLEHHON Mpu
ycnoBumn obecneveHns ee KOHPUAEHLNANBHOCTYN, AOCTYNMHOCTN U LieNoCTHOCTU. B cucteme Directum 370
AOCTUraeTcs C NOMOLLbHO MCMOJ/Ib30BaHMA NPOrPaMMHO-TEXHUYECKMX CPEACTB:

e VyripaBaeHne AO0CTYNOM: VIAeHTI/Iq)VIKaLI,I/IFI No/sb30BaTeell B CUCTEME U KOHTPOJIb NMpaB A4O0CTYyMNa,

e perncrpauua n yyeT AaHHbIX: NorMpoBaHME U BeaeHNe NCTopnn pa6OTbI C O6'beKTaMI/I;

e kpunrorpadug: WwndpoBaHMe TEKCTOB U nognuncarHune 3l1;

e obecneyeHme LIENOCTHOCTU N AOCTYMHOCTU MHbOPMALUN: pe3epBHOE KONMpoBaHme 6a3bl AaHHbIX N
MCNOJIb3OBaHME KnacTtepos.
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CoaepxkaHue

ObecneuyeHne 6esonacHom paboTbl OTAENbHbIX KOMMOHEHT cucTteMbl Directum nmeeT cBon ocobeHHOCTU.
MNMoapobHee cMm. B pasgenax:

e «CepBep CYB/J 1 cepBuUCHbIe cayXbbl cuctembl Directum»

e «DanoBble XPaHUANLLE»

e «MexaHW3Mbl MeXCUCTEMHOro B3anmogaencrema (DCI)»

o «Cnyxbbl B3aumoaenctemsa cuctem (DICS)»

e «Beb-poctyn»
o «PesepaTUBHbIA MOUCK»

¢ «MObBWAbHbIE MPUNOXKEHNS»
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Ceptndukaumsa cuctemsl Directum

Ceptudukauma cucrembl Directum

Cuctema Directum ceptudunympoBaHa PegepanbHol Cay>KOOM MO TEXHUYECKOMY W 3KCMOPTHOMY
KoHTpoto (PCTIK).

Ceptndukat yaOCTOBEPAET, UTO CMCTEMA INEKTPOHHOrO AOKymeHToobopoTa Directum 5, pa3paboTaHHas
N NPOM3BOAMMARA B COOTBETCTBUW C TexHMuyeckumun ycnosuamum RU.14739140.50618-02 98 01, asnsetca
NPOrpaMMHbIM  CPeACTBOM  3alUUTbl OT HECaHKUMOHWMPOBAHHOIO JocCTyna K WHPopmauun, He
cojepxkallen  CBEAEHWW, COCTaBAANOWMX TOCYAAPCTBEHHYHO  TaWlHy, peanusyrowmm  GyHKUMK
naeHTMbvKaumn 1 ayteHTMduMKaumm, ynpaBaeHna JOCTYMOM U perncrpauumn cobbitmin 6esonacHocTy,
COOTBETCTBYET TPebOoBaHNAM PYKOBOAALLErO AOKYMEHTa «3alimuTa OT HeCaHKLIMOHMPOBAHHOIO A0CTyna K
nHbopmaumn. Yactb 1. NMporpammHoe obecneyeHne cpeacTs 3awnTbl MHPopmMaumn. Knaccudukauymsa no
YPOBHHO KOHTPOJISi OTCYTCTBUS HEAEKNAPUPOBAHHBLIX BO3MOXHOCTEN» (TocTtexkomuccmsa Poccun, 1999) —
no 4 ypoBHIO KOHTPOAS U TeXHMYeckux ycnouin. Cuctema Directum MOXeT MCNonb30BaThCA 414 3aLUUThI
nHPopMaunm B MHOOPMALIMOHHBIX CUCTEMAX MEPCOHaNbHbIX AAHHbIX A0 1 YPOBHA 3alULLEHHOCTU
BK/IFOUMTENIbHO, @ TakXkKe aBTOMAaTM3MPOBaHHbIX cucteMax 06paboTkn KoHOMAEHLMAaNbHOW MHDOPMaLMK
A0 Knacca 3awmieHHocTn 117 BKAHUNTENBHO.

CepTndurumnpoBaHbl BCe KOMMOHeHTbl cuctembl Directum, kpome cepBepa NOMAD 1 KAMEHTCKMX
npunoxeHui Directum Jazz n Directum Solo ana Android.

O6wme MmexaHn3Mbl 3aWwmTbl UHGopMauum B Directum

YnpaBneHue goCTynom

AyTeHTndunkauus

Ans Bxoga B cnctemy Directum Heobxoanma ayteHTUduMKaLma nosb3oBatenen. Cnocob ayteHTudbmKaumnm
AN MO/Nb30BaTeNa 3ajaeTcid ajMUHUCTPATOPOM cCUCTeMbl B KomrnoHeHTe [Monb3oBatenn B none
*AyTeHTUPUKaLMA. B COOTBETCTBMU C yKa3aHHbIMW HACTPOWKaMy MOJIb30BaTENN 3aMONHAIOT NapameTpsbl
ayTeHTMdUKaLMW NPU NEPBOM BXOAE B CUCTEMY.

Tvn ayTeHTMOMKaLWW, yKa3aHHbIN B KOMMOHEHTE, AeNCTByeT Kak Ha JeCKTOM-KAMEHT, Tak U Ha Beb-
KAMEHT M MOOWIbHble npuaoxeHus. OAHaKo B BebH-KAMEHTE U MOOWABHBIX MPUIOXKEHUAX MOXHO
HacTpOUTb AOMONHUTENIbHbIE MapaMeTpbl ayTeHTUdMKaumn. Hanpumep, npu ycnoBuw BbINMOAHEHUA
AOMONHUTENbHBIX HAaCTpPoek nonb3osaTtesnb ¢ Windows-ayTeHTUdMKaLmMe CMOXET ayTeHTUPULIMPOBATLCS
B BeH-KkaneHTe ¢ noMoLbio ckBo3Hon Windows-ayTeHTudumkaumm.

JeckTon-kKaneHT

B geckTton-kaveHTe NpeAyCcMOTPEeHbI CieaytoLme Cnocobbl ayTeHTMduKaLmm:

e Windows-ayTeHTudMKaLMa — peKOMeHAyeTCa ANA NOAb30BaTeNen Npu HaAnYMmM JOMeHa B 10KalbHOW
ceTn npeanpuatusa. [Monb3oBatenn BXOAAT B CUCTEMY MOJ WMEHaMM  COOTBETCTBYHOLLMX
nosib30BaTe/Nlel OMepaLyOHHOM CUCTeMbl, 6€3 MOBTOPHOrO BBOZA MMEHW M Maposs, U MNojydaroT
AocTyn K AaHHbiM B[l yepe3 posnb npunoxeHuns «IS-Builder Application Role2». AktnBauus poan
NPONCXOAWT NP 3arpy3ke NPOBOAHNKA CUCTEMBI;

e ayTeHTUMKaUMA NO NEepPeKoAMPOBAHHOMY MapPON0 — PEKOMEHAYETCA AN NOAb30BaTesen npu
OTCYTCTBUM JAOMEHa B J/IOKaNbHOW ceTn npeanpuatusa. lNpu Bxoze B CUCTeMy 3anpallnBaroTCcs
pernctpaunmoHHoe MM W napoab. [lonb3oBatenn He UWMeT AO0CTyna K JAaHHbIM M3 ApYrux
npunoxeHuin. Vix naponb Ha SQL-cepBepe oTanyaetca ot napons B cucteme Directum;
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e Novell-ayteHTndurkauma — pekomeHayetca ans nonb3osatener npwu Haamumm Novell eDirectory B
NoKanbHOW ceTn npeanpuaTua. MNMonb3oBatenn BXOAAT B CUCTEMY MOZ UMEHaMWU COOTBETCTBYHOLLMX
nonb3osaTtenen Novell eDirectory, 663 NOBTOpHOro BBOAa UMEHW 1 NApONs;

e ayTeHTUMKAUMA MO MapoON0 — PEKOMEHAYeTCs ANd aAMUHUCTPATOPOB B C/ly4ae HEBO3MOXHOCTU
ncnonb3oBaHns  Windows-ayteHTudumkauymm. lMpu  Bxoge B CUCTEMY  3anpallMBalOTCS
pervcTpaunmoHHoe nms 1 napob. MNonb3oBaTenn MoryT pabotaTtb ¢ 6a30M AaHHbIX CUCTEMbI, MUHYS
KoMMoHeHTbl IS-Builder, Hanpumep, yepe3 ytuanty Microsoft SQL Server Management Studio. Ux
naposb BxoAa Ha SQL-cepBep coBnagaeT ¢ NaposemM BXoAa B CUCTEMY.

Hanbonee 6e3onacHbiM cnocobom ayteHTUduMKaunm seasetca Windows-ayteHTudurkayms.

Ans nonb3oBatenen ¢ ayteHTMdMKaLMehd MO Napoa0 M MNEepPeKkoAMPOBaHHOMY MapOAD AOCTYMHO
BKAtOUeHMe noantuk naponer Windows: NOANTUKN CNOXHOCTU U UCTEYEHUS CPOKa AENCTBUSA Mapons.
HactpoeHHas nosnvTvka naponen obecneuMBaeT [JOMONHUTENbHYHO 3alMTy Y4UeTHbIX 3anucen
nonb3oBaTenelr oT HeCaHKLMOHNUPOBAHHOIO AOCTYyNa.

Monntukn naponer Takxe BKAOYAlOTCA B KoMnoHeHTe [lonb3oBarenn npu yctaHoBke aaxka
MpumeHATb NOANTUKY naponeilt. Eciv dnaxok ycTtaHOBAEH, Mapo/ib MOJb30BaTeNA MPOBEPAETCA Ha
cooTBeTCTBME noantukam naposen Windows KomnbrkoTepa, Ha KOTOpPOM YycTaHoBaeH SQL-cepep
cUCTeMb.

Be6-aocTtyn

B Beb-kAneHTe npeaycMoTpeHbl cieayroumne Crnocoo6sl ayTeHTI/Iq)I/IKaLI,I/II/IZ

e ayTeHTMMKaAUMA NyTeEM BBOAA PEKBM3UTOB W WX MNOC/AeAylOLlen MepeAayun MO KaHanam CBA3M
(Windows-ayteHTndukaumsa, ayteHTMdukaumMa no napoato). [ns ncnonb3oBaHWA 3TUX TUMOB
ayTeHTudrKaLumn pekomeHayetca obecneunTtb 6€30MacHOCTb KaHao0B CBA3K;

e ckBo3Has Windows-ayteHTndukauma. [na  pabotbl  ckBo3HoW  Windows-ayTeHTudmKaumm
HeobXxoANMMO HacTpouTb JdoBepue aenernpoBanHus cnyx6 Kerberos. Vicnonb3yinte pgaHHbIA TWN
ayTeHTUdMKaLmMm, eCamn 3To He NPOTUBOPEYUT NOAUTUKAM 6e30MacHOCTM opraHm3auny;

e ayTeHTMMKALMA C MOMOLLbIO CTOPOHHMX NpoBangepoB. Hanpwumep, Active Directory Federation
Services (AD FS), PingFederate, npoBanigep cobCcTBEHHOW peann3aunm.

Takor cnocob ayTeHTUGUKALUM peannsyetr npuHUMN eamHoro Bxoga (Single-Sign-On). Korga
Nnosb30BaTeNb NMPOXOANUT ayTeHTUOMKALIMIO HAa OAHOM CEpBMCE, OH aBTOMATUYECKN Moay4vaeT JOCTyn
KO BCEM OCTa/IbHbIM 3aperncTpupoBaHHbIM Be6-pecypcamM opraHusaLum.

Ana paboTbl C BHEWHMMM NpoBarigepaMu ayTeHTudumkaumm seb-goctyn ncnonbsyet cayxdy C2WTS,
AN KOTOPOW HeobXxoAMMO HacTpOWUTb OrpaHWYeHHoe JenernposaHuve. [logpobHee cM. B
PYKOBOACTBE aAMWHWUCTpaTopa Beb-gocTyna, pa3gen «HacTpoilka BHELWHWX NpoOBanjepoB
ayTeHTUdMKaLMmn»;

e ayTeHTMOUKALMA C MOMOLLBH KANEHTCKOro cepTudumkata. MOXHO MCNOAb30BaTb TONbKO A/f BXOAa
nosb3oBaTenen, KoTopble aBTopu3yroTcs B cucteme Directum ¢ nomowbto  Windows-
ayTeHTUdmKaumn. besonacHocTb faHHOrO TMNa ayTeHTUdMKaLUmn obecneymBaeTcs TeM, YTO:

® PEeKBUM3UTbI NOJIb30OBATENA HE NepeaatoTCA No CETHU,;

e 4514 paboTbl TpebyeTcsa HacTponka HTTPS-coeamHeHms.

Hanbonee 6e3onacHbiM cnocobom ayTeHTUGMKauum B Beb-kameHTe sBAseTcs ckBo3Has Windows-
ayTeHTudumKaLms.
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ObLwme mexaHn3Mbl 3aLmTbl MHGOopMaLumm B Directum

Mo6unbHble NpUaoXKeHUS

B MobunbHbIx pelenHnsx Directum Jazz n Directum Solo npeaycmoTtpeHo aBa cnocoba ayTeHTUPUKaLUK:

e ayTeHTMMKaAUMA NyTEM BBOAA PEKBM3UTOB W WX MOC/AeAylOLlen MepeAaun MO KaHanam CBA3M
(Windows-ayTeHTndukaums, ayteHtmdukauma no napoato). [na ncnonb3oBaHMA 3TUX TUMOB
ayTeHTUdrKaumm pekomeHayeTcs obecneunTb 6e30nMacHOCTb KaHalIOB  CBA3M W YCTPONMCTBA
nonb3oBartens;

e ayTeHTMdMKALMA C MOMOLLBHO KJIMEHTCKOro cepTudurkaTa — MOXHO MCMO/Ib30BaTh TONbKO ANS BXOAa
nosb3oBaTenen, KoTopble aBTopu3yroTcs B cucteme Directum ¢ nomowbto  Windows-
ayTeHTUdmKaunn. JaHHbln TN ayTeHTUOUKaL MM aBaseTcs Hanbonee 6e3onacHbIM, MOCKObKY:

® PEeKBM3UTbI NOJIb3OBATE/IA HE XPAaHATCA Ha yCTpOIZCTBe N HE nepefaroTca no cetu;

e ana ero pabotbl TpebyercAa Hactpovika HTTPS-coepmHeHna n 6a0KMpoBKa YCTPOWCTBA C
nomoLbro napons nan PIN-koaa.

[NMpmeyaHne

AyTeHTMOMKALMA C MOMOLbIO cepTudUKaTa NoALEPXKMBAETCA TOABKO B MOBWJbHBLIX MPUIOXEHWAX Ha 6ase
Android.

MpaBa goctyna

,ﬂ,OCTyI’I K cucteme Directum wvmeroT TOAbKO 3aperncTtpupoBaHHble MNoOAb30OBaTe/IM B Nnpejenax
Ha3Ha4€HHbIX M MpaB..

Co3paBaTtb ¥ yaansaTb, BKAKOYATb U OTK/AKOYATb MOAb30BaTeNEN MOXET TONbKO aAMWUHUCTPATOP CUCTEMbI
Directum, obnagaromii HEOHXOAMMbBIMUM MPaBaMu ANS YCTAHOBKW MU HACTPOMKM CUCTEMBI.

MNpumeyaHne
YTtobbl reHepupoBaTb Mosb3oBaTenein Ha SQL-cepBepe, HY>XHO BXOAWTb B MpegonpeseneHHyto poab SQL-
cepepa securityadmin.

AAMI/IHI/ICTpaTOp TakKXxe MOXET HaCTpauMBaTb nMpaBa AOCTyna K O6'beKTaM, HanpmnMmep 3ajatb HadajbHble
npaea Ha 3Tane Ha€Tp0I7IKVI cnctembl. B Aa!’leeVILIJeM npaea K ob6beKkTaM CUCTEMBI MOryT HacCTpaunBaTb
nosab30oBaTtenin.

B HekoTOpbIX OpraHu3aLuMax pasfensatoTcd poav afMUHMCTpaTOpa aBTOMAaTU3MPOBAHHOW CUCTEMbl U
agMUHUCTpaTopa 6e3onacHoCcT UHPopmMauun. B aTom cnyyae agMMHUCTpPATOP aBTOMAaTU3MPOBaAHHOWM
CMCTeMbl HeceT OTBETCTBEHHOCTb 33 (QYHKUMOHMPOBaHWE aBTOMATU3MPOBAHHOW CUCTEMbl B
YyCTaHOBNEHHOM LUTAaTHOM peXxuMe paboTbl, MOXET 3aHMMaTbCA HaCTPOWKOW MOAyNen CUCTEMBI,
noaAepPXKon GYHKLMOHaNbHOCTN, OBHOBAEHWEM cUCTeMbl. AAMUHUCTpaTOp He30macHOCTM MHPOopPMaLMK
HeceT OTBETCTBEHHOCTb 3a 3aLUUTY aBTOMATU3MPOBAHHOM CUCTEMbI OT HECAHKLMOHNMPOBAHHOIO AOCTYNA,
MOXET YNpPaBAATb YYETHbIMUN 3aNUCAMW, CNeANTb 33 COBNIOAEHNEM BHYTPEHHUX PEraMeHTOB U MOANTUK
KOHdUAeHUManbHOCTU. Ecan onncaHHble GYHKLUMM Pa3AenstoTcs Mexay ABYyMS COTPYAHMKAMW, NpaBa u
NpUBUAErMM aAMUHUCTPaTOpPa cucTeMbl Directum MOryT enmnTbcs Mexay HUMN.

Monb3oBaTensM JOCTYMHbI TONbKO T€ 06BEKTbI, K KOTOPbIM Y HUX €CTb NMpaBa AOCTyna.

B npouecce paboTbl B cMcTEME NO/b30BaTeNAM MOTYT ObITb HAaCTPOEHbI pa3Hble BUAbI nNpas. MNoapobHee
CM. pa3gen «Buabl npaB ocTyna noab3oBaTenem».

Ans pa3Hbix 06BEKTOB CUCTEMbI BbIAENAOT pa3vyHble YpOBHM NpaB goctyna. MNoapobHee 06 obbekTax
1 BO3MOXHbIX K HUM NpaB JOCTyna CM. B pasjese «YPoBHU Mpas A0CTyna K 06bekTam CUCTEMbI».
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B cucteme Directum cyLectByeT BO3MOXHOCTb OFPaHWUYNTbL NpaBa Ha 3anmcy KOMMOHEHT Tuna «OTueTbl»
nan «CnpaBoyHMKW». Hanpumep, korga noab30BaTeNAM CUCTEMbI AOJKHbI ObiTb JOCTYMHbI He BCe
3aMnMcK JaHHbIX KOMMOHEHT. OTO peann30BbIiBaeTCA C MOMOLLbIO MexaHn3Ma GpUabTPaTOpPOB.

Takxe B CMCTeME MOXHO CKpbiBaTb OTOOpaxKeHne OprcTpykTypbl NMPeAnpuATUA B HEKOTOPbIX OKHaXx,
HanpvMep B OKHe HaCTPOWKW npaB JOCTyna Ha obbekTbl. B 3ToM cnyuvae B fepese «[lonb3oBatenv» B
OKHe HacTpoMKu npas AocTyna byAyT CKpbITbl MOAb30BATENN W TPYMMbl NO/Nb30BaTENEN.

MNMoapobHee 06 3TVMX MexaHM3Max CM. B fJOKyMeHTauumm Directum, B pyKOBOACTBE aAMWHWCTPATOPA,
pasgenbl «OrpaHuyeHve npaB Mo 3anmncAM Ha KOMMOHeHTbl Tuna «Ot4yeTbl», «OrpaHnyeHne npas Mo
3anmncAM Ha KOMMOHeHTbI Tna «CnpaBoYHUK» N «CKpbITVE OPrCTPYKTYpPbl MPeAnpUATS».

Cxema paboTbl MexaHM3Ma nNpaB AocTyna

ObLas cxeMa MexaHW3Mma npaBs gocTyna B cucteme Directum vmeeT BUA:

Havano

h 4

DEpAallgHre K oSherTy 1
ocnpegaenedne ero Tina

I

OnpejeneHne Biiaa npas;
NPYEMNENIK, MMYHLIE NPaBa,
rpyNNoELIE NPaEa, NPaBa
3aMeLLeHKa

Mpae Het Mpaea ectb

NpejefsHye YROoBHA LOCTYTIA Npas
obBLeRTY

h J

JocrynHo

Breinoarerme SANPOWEHHOIO
AeicTena

poBepEa 4OCTVMHOCTIA ASACTENA B
ZABWCHMMOCTH OT VROBHA NpaB

Brisag coobllerda ob
OTCYTCTEMK NPaB AccTyna

HenocTynHo

BhlBog cOoOBLUEHHA O
HEACCTYMHOCTH BefiCTBMA

Buabl npaB goctyna nosb3oBaTesnen

I'IpaBa nonb3oBartesien cnctembl Directum CKNaablBakOTCA U3:

* MpuVBWAErMI — MpaBa NoJib30BaTeIe UAN TPYNM NOJb30BaTeNel Ha BbIMOAHEHNE AeNCTBMI 1 paboTy
c obbektamun cuctembl. Hanpumep, npusunernn «loaHbIA AOCTyn K obbekTam», «YnpasaeHue
penaukauuen» u 1.4. NpuBuaernn HasHayaroTca B KOMNOHeHTax cuctemsl Monb3oBatenu, Mpynnbi
nonb3oBarteneii 1 Mpusunerum;

e paB Mo/b30BaTeNs — NpPaBa, Ha3HaUYeHHble JIMYHO MoJsib3oBaTeNto. [paBa AocTyna noab3oBaTens K
AOKYMeHTaMm, narnkam w 3ajavam, 3afaHusaM, YBeAOMJIEHMSM Ha3HA4yaroTCs B KapToOuykax OOBLEKTOB.
MpaBa JocTyna K KOMMOHeEHTaM cucTembl Directum HasHauatoTCa B KOMMOHEHTaX CUCTEMBI
Monb3oBatenu nav KoMnoHeHT I,
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ObLwme mexaHn3Mbl 3aLmTbl MHGOopMaLumm B Directum

e MpaB rpynn nonb3oBaTenen — npaea, Ha3HayeHHble rpynnamM Mo/b30BaTeNen, B KOTOpPble BXOAWUT
nosb3oBatenb. [pynnbl 3agatoTca B KOMMNoHeHTe Monb3oBatenu van Fpynnbl nosb3oBaTenen.
MNpaBa rpynn K JOKyMeHTamMm, narnkam W 3agadvaM, 3ajaHusaM, YBeAOMJEeHMAM Ha3HayaroTcA B
KapToukax obbekToB. [MpaBa rpynn K KOMMOHeHTaM cucTembl Directum Ha3HauaroTCA B KOMMOHEHTE
Fpynnbl nonb3oBartenei i KOMNOHeHTbI;

* [MpaB 3aMeLLeHNs — NpaBa, KOTOpble NoJyyaeT Noib30BaTe/b B pe3y/ibTaTe 3aMeLleHns Kakoro-ambo
nosb3oBaTeNs cucteMbl. 3aMellleHne HacTpanBaeTcs B CpaBoOYHVKe 3amelieHue nosib3oBaTesiei.
MNpaBa 3amelleHWA pPaCcNpPOCTPaHAIOTCA TOAbKO Ha nanky, JAOKYMEHTbl W 3ajauy, 3ajaHus,
yBesoMaeHus. Ha KOMNOHeHTbI cncTembl Directum npaBa 3aMeLLeHns He pacrnpOCTPaHAHOTCA.

3ameu.|,a+0|.u,|/|M NnoJib30BaTeJIAM HE rnepefaroTca rnpnBuaernn samMelaemMblix.

Monb3oBaTenb u rpynna, B KOTOPYHO OH BXOAWT, MOTYT MMETb pPa3Hble€ NMpaBa Ha OAUH U TOT >Xe ob6bekT
cucTembl u/mam O6}'Ia,£|,aTb pasHbiMKX npuBUaernamMmn. Takxke nonb3oBaTeNb MOXET nonyynTb npaBa no
3amMeleHuo. B pe3yabTate nMnoab3oBaTesib Mojydyaer MakKCMMaJibHble W3 Ha3HAY€HHbIX MNpaB W
I'IpI/IBI/IerFI/II‘/JI, C ydeToM 3amMelleHnda, BHe 3aBUCMMOCTM OT TOro, Kakue npaBa Ha3HaydeHbl JMYHO
NnoJIb30BATE/IHO, a Kakue rpynne.

YpoBHU npaB goctyna kK o6bektam cMCTeMbI

,ﬂ,ﬂﬂ Pa3HbIX 0b6bekToB cmcTembl Directum BbIAENAKOTCA pa3/INdHbIE YPOBHW NMpaB AO0CTyMNa, N OTIMYaETCA
nopAa0K HadHayveHna rnpaes K HAM:

Tun obbekTa | YpoBeHb nNpas MNpumMep JOCTYMHbIX Cnocob Ha3HayeHusa Npa.
AocTyna JEeNCTBUN
JOKyMeHTbI [MpocmoTp MpocmMoTp AOKYMeHTa HasHauatoTcsa nosb3oBaTenamMum B

KapTou4Kax JOKYMEHTOB Uau
onpegenstoTcs npveuaernen «MpocMotp

06beKkToB»
Mepepaya npas ¢ YcraHaBamBaeTca ¢paaxkok PaspewmTb
ypoBHeM «[TpocMOTp» Ha | nepeaaBaTb NpaBa B OkHe «HacTporika
LOKYMEHT npas AOCTYNa K 3/1eKTPOHHOMY

AOKYMEHTY» MO/Ib30BaTeNEM,
o06/1aZaroLL MM NOAHBIM TUMOM MPaB Ha
JaHHbIV AOKYMEHT

VI3meHeHne MpocmoTp 1 M3MeHeHWe | HaszHauatoTca nosb3oBaTensamMum B
JOKyMeHTa KapTouKax AOKYMEHTOB WU
onpeaenstoTcs npusuaernein «MosaHbIn
J0CTyNn K o6bekTam»

Mepepava npas ¢ YcraHaBanBaetca dnaxok Paspewntb
ypoBHeM «[1pocMoTp» nepepaBaTtb NpaBa B OKHe «HacTpoiika
nnn «M3meHeHmne» Ha npas AOCTyna K 31eKTPOHHOMY
JOKYMEHT AOKYMEHTY» NnoNb3oBaTenem,

061a4a0WMM NOMHBLIM TUMOM NMpaB Ha
JaHHBIA AOKYMEHT

MonHbI% MpocmoTp, 3MeHeHne, | HasHauatoTca noab3oBaTensiMum B
yAaneHWe 1 ynpaB/ieHne | KapToukax AOKYMEHTOB WU
[JOCTYNOM K JOKYMEHTY | onpeaenstoTcs npusunernein «MoHbii
A0CTyN K 06bekTam»

Mankwn [MpocmoTp MpocmoTp nanku HasHauaroTca nosb3oBaTenamMu B
KapTouykax nanok Uan onpeaensatorca
npveuaernein «MpocmMoTp 06bEKTOB»
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Tun obbekTa | YpoBeHb nNpas

Mpumep AOCTYMHbIX

Cnocob Ha3HauyeHua npas

AocTyna JNencTBUin
VI3meHeHne MpocmoTp 1 M3MeHeHWe | HasHauatoTca nosb3oBaTenamMm B
nankw KapTouKax AOKYMEHTOB W Nanok uim
MoAHbIN MPOCMOTP, N3MeHeHne, | OTPeAenaoTcs npusuaernen «MNosHbIN
yaaneHue v ynpaenexne | AOCTYM K obbekTam»
[AOCTYMNOM K Marnke
3agaun, MpocmoTp MpocmoTp 3asauy u HasHauaroTcs nonb3oBaTensiMu B
3ajaHus, 3aJaHNI cemMencTsa KapTOuKe r1aBHOM 3aja4mM CeMeNCTBa UK
yBeZOMJ/IeHUs onpezenatoTcs npusuiervei «lpocMoTp
06BEKTOB»
[JocTyn nHuymatopa MpocmoTp 3asau u OnpeaenstoTcs aBTOMaTUYeCKn Mo ToMy,
3a4aun 3a/laHUN CeMelcTBa, KeM SIBASeTCA Nob30BaTe/b Mo
N3MEeHeHWe 3aaum un OTHOLLIEHWIO K 3aZiaye, Uix No Hanuunko
COOTBETCTBYHOLLMX el npveunerny «MosaHbI goCTyn K
3afaHni (OTKAKOYAEMO C | ObbekTam»
NoMOLLbHO daxkka
3anperuTtb
MHULMaTOpam
BbIMNOJIHATb 3a4aHUA B
HaCcTpoWKax CMCTEMBI).
[na rnaBHbIX 3a4a4
LONONIHUTENBHO
yrpaB/ieHVe JOCTYNOM K
ceMencTBy 3ajau
JocTyn ncnonHutens MpocmoTp 3agay v
3aZaHus 3alaHni CEMENCTBa,
M3MEHEHWE 3ajaHus
KomMnoHeHTbl | be3 orpaHnyeHunii Bce peiictBus B Ha3HauvatoTca aAMUHUCTPaTOPOM B

MpocmoTp

BbinonHeHwne

KOMIMOHEHTE

MpocmoTp 3anucei
KOMMOHEHT!

BbinosHeHme oTyeTa

[JobaeneHne [JobaeneHne HoBoW
3anucu

VI3meHeHne V3meHeHne
CyLLeCTBYHOLLLEN 3anmcK

YtBepxaeHue YTBepxaeHue
CyLLLeCTBYHOLLLEN 3anmcK

YpaneHune YpaneHune 3anuncu

KOMMOHEHTbI

komnoHeHTax Monb3oBaTtenu, Npynnbl
nosb3oBartesier, KOMMNoOHeHTbI 1K
OonNpeaenstoTCs No HaANUYNIO NPUBUAETUN
«[MOAHBIN AOCTYN K KOMMOHEHTaM»

HasHauaroTcs agMUHUCTPATOPOM B
komnoHeHTax Monb3oBatenn, Mpynnbi
nosab3oBateneir, KoMnoHeHTbI

|_|pI/1 U3MEHEHMU NpaB AO0CTyMNa K nankam, AOKYMeHTaM, 3ajadvyaM, 3aaHNAM, HOBbl€ MNMpaBa BCTYyNakoT B
cnny npun o6pa|_|_|,eH|/||/| K O6'beKTy, BbIMOJHEHUN MOWUCKA WA OBHOBAEHUMN coAepP>XXMMOro nankn B
NpPOBOAHNKE CUCTEMDI.

MNpn M3MeHeHWM npaB AOCTyrna K KOMMOHEHTE, HOBble MpaBa BCTyNatOT B CUAY MNpW CAefyroLiem
obpallleHnn K HeW, HanpuMep Npu 3anycke.
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O6wwme MexaHn3Mbl 3aLWnTbl MHGopmaLumn B Directum

PeFI/ICTpaLI,I/ISI N ydeT AaHHbIX

NcTtopua paboTbl c o6bekTamum

3anuce nctopum paboTbl ¢ 06bEKTaMN — OAMH U3 BaXKHbIX acnekToB 6e3onacHoCTK cucteMbl. Hanpumep,
€C/IN NoAb30BaTe/b HEMPABWUABHO BbiJan MpaBa Ha AOKYMEHT, TO BO3HMKAET NOTPEOHOCTb NOHATb, KTO U
KOrza BbIMOJIHWA 3TO JeNCcTBME.

B cucteme Directum ans Bcex 06beKTOB BeAeTCA UCTOPUS paboTbl, B KOTOPON GUKCUMPYHOTCS OCHOBHbIE
AENCTBUA C OOBEKTOM.

Cnncok AeNCTBUIN N faHHbIX O HUX OTOBpaXkatoTca B OKHe uctopuu. Hanpumep, ans JOKYMEHTOB OKHO
nmeeT BUA;

= & - HcTopua paboTtel ¢ aokymeHTamMK “Maket gorosopa 000 Mobun-AgsTto” = =

InaeHan Bug e e

= & B ¥ i O

Otkpeite | OBHoBuTe DuasTp no Texywwmin | Haidtw Hafimn | 3kcnopr

KEPTOUKY | AaHHBIE nepuogy ™ $umnetp ¥ aanee | B Excel
3anuce Cnucok Mowck Cepeunc
lata geficTenA Heiictere MNons3oeatents Homep seponn TeHesan Konua
10102016 15:068:28 MzmeHeHne cTaamm #MSHEHHOTD LUK Metpoe WM. T, Her
CTaana HHU3HEHHOTD LMKAE M3MeHeHa Ha " el cTeyowymi
10.10.2016 14:54:45 MpocmoTp Metpos M. T. 1 Her
10.10.2016 14:54:44 Cozganne Metpos M. T. Her

W= gokymenta N0=124735 (sepcna 1)

3anwceit: 3

B okHe ncTtopumm pa6OTbI ANAa Ka>Xka0ro AGVICTBMH MOTYT yKa3blBaTbCA, HANpuUMep, Aata N BpeMA ,D,el\/IICTBMFI,
T™"Mn Ael‘;ICTBI/IFI, ceTeBoe MMA Noab30oBaTenid, Koa pa60t-|e|71 CTaHUUN, MA NPUNOXKEHNA, CepBep N T.4.

OcHOBHble AeACTBUA GUKCMPYIOTCA B UCTOPUMN O6BEKTOB MO YMOTHYAHMIO.

JOoKyMeHTbI
[encreue [eTanbHoe onncaHune
Co3p,aH|/|e AOKYMEHTa Nmsa AOKYMEHTa-NCTOYHUKA, eC/IN JOKYMEHT CO34aH

KOMMpPOBaHVEM
VI3meHeHve npas goctyna
[MpocMoTp TeKcTa AOKYMEHTa
VI3meHeHwve TekcTa AOKYyMEeHTa
VI3mMeHeHne KapToukm
VI3meHeHve Tvna KapTouku
Moanuncanne gokymeHTa

JlobaBneHne cBA3N C JOKYMEHTOM WAW 3anncbto W[ AOKYMEHTa WM 3anuncy CrpaBoYHMKa
CrpaBOYHMKA

YpaneHve cBa3u C JOKYMEHTOM MAWN 3aMUCbHO WA, sokymMeHTa nan 3anucy CnpaBoYHMKa
CNpaBoOYHUKA
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[JevictBue

VI3meHeHVe XXM3HEHHOro Lkna AOKyMeHTa
Vi3meHeHwue BMAa JOKYMeHTa
KonuposaHue gokymeHTa

YpaneHve jokyMeHTa

Co3gaHuve Bepcun JOKYMeEHTa
VI3meHeHre cocToaHuA Bepcnm
Vi3meHeHve BMANMOCTY Bepcumn
YpaneHvie Bepcun fOKyMeHTa

MpocmoTp TeHEBOMN KoMK

Vi3meHeHre xpaHuauLa AoKyMeHTa
LLndpoBaHne gokymeHTa ceptudumkaTom
LLindposaHune naponem n ceptndurkaTom
LLindpoBaHne fOKyMeHTa Nnapoiem
MepewmndpoBaHne goKyMeHTa
OTtknroueHne wndposaHma

Vi3meHeHwve napons wndposaHma
DKCNopT AOKYMeHTa ¢ 6H10KMPOBKOW
DKCNopT AOKyMeHTa 6e3 610KMPOBKY
baokumpoBska gokymeHTa

Pa3bnoknpoBka AOKyMeHTa

MIMnopT foKyMeHTa ¢ pa3b10KMpoBKOW
MMnopT gokymeHTa 6e3 pa3baokMpoBKu

BoccTaHoBEHME AOKYMEHTA W3 JIOKAIbHOM
Konuwu

OTI'IpaBKa AOKYMEHTa Mo noyrte

3akpeneHve JOKyMeHTa A/ cepBepa

CHsATWe 3aKpeneHus 4oKyMeHTa As cepBepa

HGPEMGLLI,EHI/IE B apXnB CUCTEMbI
V3BneueHmne n3 apxmea CUCTEMbI

YcTtaHoBKa WTamna BpeMeHn

3apauum v 3agaHusa

[leTanbHOEe onucaHue

HoBbI XXN3HEHHbI LUK JOKYMEHTa

HoBoe cocTosHne Bepcnm

Nmsa danna,

Vmsa darina,

Nmsa darina,

Nms panna,

3agauu 3agaHunsa no 3ajadve
Co3zpaHune Co3aaHue
Crapt MpekpalleHne
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B KOTOPbIA 3KCMOPTUPYETCS AOKYMEHT

B KOTOPbIV 3KCMOPTUPYETCS AOKYMEHT

13 KOTOPOro UMMOPTUPYETCH JOKYMEHT

M3 KOTOPOro MMNopTnpyeTca 4OKYMEHT

3agaHus

Co3aaHue

MpekpaLieHne
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3asaun

Pecrapt

MognwncaHme

VI3meHeHve KapTouku 3ajaun
Ha popabotky

MpekpaweHne

Bo3o6bHoBneHne

Vi3MeHeHMe cxeMbl MapLupyTa
MNepewmndposaHme
MepemelleHne B apxmB CUCTEMDI
V3BNneyeHne 13 apxmBa CUCTEMBI
[obaBneHne BAOXEHUSA

YaaneHune BnoXxeHus

ObLwme mexaHn3Mbl 3aLmTbl MHGOopMaLumm B Directum

3agaHusa no 3agave

Bo3obHoBNEHME

MNomeTka Kak MPOYMTaHHOTO
MNomeTka Kak HEMNPOUUTAHHOIO
M3meHeHne kapTouku 3agaum
BbinonHeHune

Moanuncanme

anHﬂTMe3aAaHMﬂ-KOHTpOﬂb

MepemelleHVe B apX1B CUCTEMDI
N3BneuyeHne 13 apxmea cucTemsl
[obaBneHne BAOXEHNS

YpaneHve BAoXxeHus

3aaaHuns

Bo3o6bHoBneHMe

MNMomeTka Kak NMPOYMUTaHHOrO
MNMomeTka Kak HEMPOUNTAHHOTO
3meHeHMe KapTOUKK 3ajaHus
BbinonHeHune

Moanuncanme

MepemelleHve B apxmB CUCTEMbI
MN3BneueHune ns apxmea cnuctemsl
[obaBneHne BAOXEHNS

YaaneHvne BnoXxeHus

Mankn

B nctopun pabotsl ¢ nankamu GUKCMpPYrOTCS CreaytoLime 4eCTBUA:
e CO3jaHuve nankw;

® V3MEeHEeHMVe KapTouKM Manku;

* M3MeHeHMe npaB AOCTyna Ha nanky;

e BCTaBKa CCbUIKM B Marky;

e yJaneHue CCbUIKM M3 Nanku.
3anucn cnpaBoYyHMKa

B nctopun pabotbl € 3anncamm cnpaBoyHmKa GUKCMPYHOTCS CaeaytoLine AeACTBUS:
® CO3jaHve;

* V3MEHEHMeE;

e CO34aHue CBA3U C JOKYMEHTOM;

e yJaneHue CBA3N C JOKYMEHTOM;

e repemeLleHne B apxmB CUCTEMb;

e V3BJIeYEHUNE U3 apXMBaA CUCTEMDI.

AZAMWHNCTPATOP MOXET AOMOJHWUTL CMNCOK GUKCUPYEMBIX AEUCTBUIA W A06aBUTb K HUM AeTaNbHYyH
MHPopMaLnto. HacTponTb MOXHO cneayrolme AenCTBUS:

CnpaBoYHMKM [ OKyMeHTbl Mankn 3agauuv v 3agaHus
VI3meHeHwne 3anucn M3meHeHne kapToYkn Vi3meHeHne kapToYkn V3meHeHne
CNpaBOYHMKA
Yaanenue 3anuncum YpaneHue jokyMeHTa YaaneHue nankm Yaanenue
CNpaBOYHMNKa
Co3paHune 3anucu Co3aaHue nanku Co3aaHune

CnpaBoOYHMKa
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CnpaBoYHMKM [lokymMeHTbl Mankun 3agauu v 3agaHuns

M3ameHeHne npae AOCTyMNa M3ameHeHmne npae AOCTyMa

[MpocMoTp KapTOUKK [MpocMOTp KapToUKM
BctaBka ccbinku B nanky
YaaneHue CCbikn 13
nankm

Co3paHue cBA3N C Co3paHue cBA3n C

JOKYMEHTOM JAOKYMEHTOM MAN

3anncbio CnpaBoOYHMKa

YaaneHue cBsi3n YaaneHue cBa3u C
JOKYMEHTOM AOKYMEHTOM U
3anuncbo CNpaBoOYHMKa

MpumeyaHne
MpocMoTp KapToUkM GUKCUPYETCS TONBKO NpU paboTe Nosib3oBaTens B AeCKTOM-KANEHTE.

Hanpumep, 6narogaps HacTpovike UCTOPUM afMUHUCTPATOP MOXET OMNpeAenunTb, KTO Bbl4an npaBa Ha
AOKYMEHT NOJIb30BaTeHo.

Aenctena dukcupyrotca B 6ase gaHHbiX. VIHGopMauuto 06 yaaneHHbIX 06bekTax MOXHO MONy4YuTb C
nomolubto SQL-3anpoca.

MpumeyaHne
B ncropun 0b6BbEKTOB He OoTpaxaeTcsa CI)aKT npoCMOTpa NAN N3MEHEHNA JOKYMeHTa C MOMOLLbIO MOBUIbHOTO
NpUAOXKeHNs. BMecTo 3Toro B nctopmm opuKCnpyertcs gencteme «IKCnopT 6e3 610KMPOBKM».

JlornpoBaHue

B cucteme Directum BeseTcs NOrMpoBaHMe pPasinyUHbIX COOBbITUN — UCKIKOUEHUI N APYTON CAy>KeHGHOM
nHdopmMauun, B ToM Yncne cobbitnin 6esonacHoCTy.

KnmneHtckasa yactb cuctembl Directum

B cnyvae BO3HWKHOBEHMs oOWKMBOK B XxoAe paboTbl KAMeHTCKoW udactn Directum wnHPopmaums
3anncbiBaeTCs B caeaytowme nor-danbi:

e <uMA KOMMblOTepa>.is-builder.sbrte.log — gokyMeHTbI, 3aga4K, 3agaHus, yBEAOMAEHMS

e <uMmA KOMMbloTepa>.is-builder.sbdte.log — ytuantel skcnopTta 1 MMnopTa pa3paboTku

e <umA KoMnbloTepa>.is-builder.sblogon.log — cnyx<6a naponen

e <u¥Mf KOMMNbtOTepa>.is-builder.sbsce.log — cueHapun, 3anyckaemble SAJobRunner

e <uMmsA KoMMbtoTepa>.is-builder.sblauncher.log — 3arpy3ka nosb3oBaTeNbCKMX KOMMOHEHT

e <uMmA KOMMbtoTepa>.is-builder.isbexec.log — o6paboTumk ISB-dparinos

e <uMmA KOMMbloTepa>.is-builder.sajobrunner.log — ytuanta 3anycka areHtos (SAJobRunner)

e <uMsA KOMMbloTepa>.is-builder.sblanguagesetup.log — ytnanTa yctaHOBKM TEKYLLEFO A3blKa CUCTEMDI
e <uMmsA KOMMbloTepa>.is-builder.sasystemactivator.log — ytuanta SASystemActivator

e <umA KoMnbloTepa>.is-builder.sakeyregistration.log — Ytnanta SAKeyRegistration

KnneHnTtckas yactb cnctemsl Directum Takke Beget nor-dann npodpanamHra.
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ObLwme mexaHn3Mbl 3aLmTbl MHGOopMaLumm B Directum

B nor-dannax ¢ukcmpyetca cnegyrowaa nHbopmauma: gata n spemsa owmnbkmn, W/ npouecca, cepsep u
UM 6a3bl JaHHBIX, OTVH MOAb30BaTENS, TUM UCKAKOUYEHMA, TEKCT coobLLeHns o6 owmnbke, CTek BbI30OBa
MeTOZa, KOTOPbIA MOB/EK OWMOKY, NMPOLECcC MAN MPUIOXKEHWE, KOTOPOe BbI3BaNO OLWMOKY, Bepcus
CUCTEeMbI, B KOTOPOW Bbi3BaHa OLWINOKa, TN KOMMOHEHTbI, Npu paboTe ¢ KOTOPOW Bbi3BaHa OLMbKa.

C TOUKM 3peHuns 6e30nacHOCTM B for-daniax KIMEHTCKOW YacT GUKCUPYHOTCA OWNOKM O HENPaBUIbHOM
UMEHW NN Napoe NpU BXOAE NOAb30BaTeNA B CUCTEMY, OLUMOKN O HELOCTOBEPHOCTU MOAMMUCY, OLLINOKM
06 OTCYTCTBUM NpaB AOCTyNa K ob6bekTam.

B nor-danne npodaninnHra ¢ukcmpyetcs uHbopmaums 06 OTKPbITUM MPOBOAHMKA, BbINOJAHEHWM
MOWUCKOB, 3anycke CLieHapreB 1 OTYETOB, paboTe CO CNPaBOYHUKAMM, AOKYMEHTaMM, NankamMu, 3ajadvamu,
3aZlaHNAMU 1 YBEAOMIEHUAMMU.

Nor-darinbl MOryT XpaHWTbCS LLEHTPasM30BaHHO A/ BCEX MOJb30OBaTese Ha OAHOM KOMMbIOTEPe, B
OAHOW Manke M B CBOEM KaTajiore ANs KaXpaoro nosnb3osatens. [ns ysobctBa goctyna kK nor-dpannam
pPeKoOMeHAYeTCs XPaHWUTb UX LieHTPaNN30BaHHO.

Ana 3anncy nHdopmMaumm B nor-gaiin Noab3oBaTeNnaMm HeobXxoAMMbl MUHUMa/bHbIE NMpaBa AOCTyna Ha
nanky c nor-annamm KIMeHTckon yactu: «Cnmncok cogep>XXMMoro nankm», «4YteHme» n «3anucb».

MyTb A0 XpaHeHuAa nor-dannos ykasbiBaetca B dparine LogSettings.xml. Eciv ana nonb3osatena B davine
LogSettings.xml He yka3aHa nanka Ans BeAeHWS JIOTOB WM He yAaeTcsa 3anucaTb Aor-Gann B 3aaHHyHO
nanky, To nor-¢ann 3anuceiBaetca B nanky npoduna nonvsosatens %APPDATA%\NPO Computer\IS-
Builder. Ecav nanka npodwuas nosb3oBaTens HeJOCTYMHa WM He CyLLecTByeT, TO Jior-$aina 3anmcbiBaeTcs
B nanky %SYSTEMDRIVE%\Users\Default\AppData\Roaming\NPO Computer\IS-Builder yueTHOn 3anucu
Mo YMOAYaHMIO.

Cnyx6a Workflow

NHdopmaumsa o pabote cayxxbbl Workflow 3anucbiBaetcs B nor-daninbi:
e <umsA KoMnbtoTepa>.is-builder.sbworkflowproc.log — owmnbkun B xo08e 06paboTkm 3asau

e <umAa KoMnbtoTepa>.is-builder.sbworkflowsrv.log — ownbku B pabote cayx6s1 WorkFlow
MyTb A0 XpaHeHus nor-dannos ykasbiBaeTcsa B Garine LogSettings.xml.

B nor-darinbl pukcnpyetcs MHGopMaLums, aHanormuHas Tom, YTo GuKCnpyeTcs B Aor-daibl KIMEHTCKOM
4acTn CUCTEMBI.

MpumeyaHwe
WNckntoueHnsa n cobbitnsa cnyxbbl Workflow Takxke pernctpupytotcs B xxypHane cobbitnini Windows (MCTOUHMK —
SBWorkflowProcessingServer).

CepBep ceaHcoOB

NHdopmauma o paboTte cepBepa ceaHCOB 3anucbiBaeTcs B nor-danbl:
e  <u¥Mf KOMMbOTepa>.is-builder.sbsessionsrv.log — ownbkn B paboTte cepBepa ceaHCoB

e [IpoTokon obpalleHun K cepBepy CeaHCOB — KOAMYECTBO ObpaLleHWin K cepBepy CeaHCOB MO
npotokony TCP/IP

e [IpoTOKO/ NOAKNHOYEHMNS NOJIb30BaTENEN — KOTAa U Kakue NnoJsib30BaTesIv BXOAUAN B CUCTEMY, U KOrja
BbIXOAWAN M3 Hee, a TakXe YyKa3blBaeTCA KOANYECTBO CBODOOAHbLIX NMLEH3NA B KaXAbli MOMEHT
BPEMEHM

MyTb A0 XpaHeHus nor-daina ykasbiaetcs B panne LogSettings.xml.
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B nor-dpann dukcnpyetca nHbopmaums, aHanormuyHas Ton, 4to Gukcnpyetca B nor-dannbl KIMEHTCKOW
4acTn CUCTEeMBI.

C ToukM 3peHns 6e3onacHOCTM B nor-danabl 1 NPOTOKO/bI CEPBEPA CeaHCoB dpukcnpyeTtca nHbopmaums
O ceccusx Monb3oBaTenenr, OTKAHYEHUM KIVMEHTOB MPWU AOATOM OTCYTCTBUW OTBETQ, HampuMep, u3-3a
npobsem ¢ ceTbto, COODLLEHNA O HEBEPHOM KNHOUYE CUCTEMbI U 3aBEPLLUEHNN CPOKa AENCTBUA KtOYa.

MNyTb 1 MMeHa daiNoB NPOTOKONOB 3a4atoTca B NapameTpax darna SBSessionSrvSettings.xml, koTopbin
HaXOAMTCA Ha KOMMbHOTEPE, Ha KOTOPOM YCTaHOBJEH CEPBEP CEaHCOB, B Marnke, yKa3aHHOW npwu
ycTaHoBke. Ecnn B dpaine He ykasaH nyTb A0 $alioB NPOTOKO/OB, MPOTOKO/bI BECTUCh He ByayT. Mpwn
3TOM B 1or-arine cepBepa CeaHCOB MOABUTCA COOTBETCTBYHOLLEE NpeAynpexaeHme.

MpumeyaHne
WNckntoueHns n cobbiTus cepBepa CeaHCoB TakxXe PervcTpupyoTcs B XXypHane cobbituin Windows (MCTOUHMK —
SBSessionServer).

Cny>x6a 06paboTku cobbiTun

NHdopmaumsa o paboTte cnyxbbl 06paboTkm cOBbITUI 3anncbiBaeTcs B or-danbi:
e <uMfA KOMMblOTEpa>.sbeventprocessingproc.log — ownbkm B xoze 06paboTkn cepBepHbIX COOLITUN;

e <uMA KOMMblOTepa>.sbeventprocessingsrv.log — owmnbkm B paboTte cayxObl.
MyTb Ao xpaHeHns nor-$pannoB ykasbiBaetca B Ganse LogSettings.xml.

B nor-dannbl dukcnpyetcs nHdopmauma, aHanormyHas Tom, Uto Gukcnpyetcs B nor-Gannibl KIMEHTCKOM
4acTu CUCTEMBI.

MNpumeyaHne
NcknroueHns n cobbitus cnyxbbl 06paboTkm COBLITUI TakxKe PerncTpupyroTcs B XXypHane cobbitnii Windows
(nctouHmk — SBEventProcessingServer).

Cnyx6a ¢aiizioBbIX XpaHUAULY,

NHdopmauma o pabote cayxbol GannoBbiX XpaHWAWL, 3anucbiBaeTca B sor-gann  <ums
KomnbtoTepa>.is-builder.sbfilestorageserver.log.

MyTb Ao xpaHeHuns nor-danna ykasbiBaetca B panne LogSettings.xml.

B nor-dpann pukcnpyetca MHGopmMaums, aHanormuHas Ton, 4To Gukcnpyetcs B Nor-dasibl KIMEHTCKOM
4YacTn CUCTeMbI.

C TOuKM 3peHnsa Be3onacHOCTU B nor-dann cnyxxbbl GarnoBbIX XpaHUANUL, GuKcmpyetca nHGopmaums o
HeBEPHOM KOJe aBTOpM3aLLMK, a TakKe OWNOKM Bblgaum NpaB Ha Nanky C Bepcuen JoKyMeHTa.

MNpumMeyvaHue
NcknroueHns n cobbitms cny>kbbl GainioBbIX XPaHWAULL TakxKe PErUCTPUPYHOTCS B XypHane cobbitnin Windows
(nctounmk — SBFileStorageService).

Cny>x6a noucka

Cnyxba novcka BbIMOAHAET NOJHOTEKCTOBbIE MOUCKOBbIE 3anpocbl. MexaHn3M OCHOBaH Ha MOWCKOBOM
cucteme Elasticsearch

NHdopmauwmsa o paboTte cry>kbbl Novcka 3anncbiBaeTcs B Nor-dana <Mms KoMMbroTepa Co Cyx60omn>.is-
builder.sbsearchservice.log. MNyTb go xpaHeHusa nor-daina ykasbiBaetca B dpanse LogSettings.xml.

Nudbopmauma o pabote Elasticsearch 3anuncbiBaetca B nor-dann <ums KOMMNbOTEpa CO CAy>K60M>.is-
builder.sbelasticsearchservice. MyTb k Nanke c nor-gannamm 3a5aeTcs BO BPEMS YCTaHOBKM KOMMOHEHTOB
Elasticsearch, no ymonuanunto %PROGRAMFILES(x86)%\Directum Company\Elasticsearch\logs.
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ObLwme mexaHn3Mbl 3aLmTbl MHGOopMaLumm B Directum

B nor-dannbl dpukcnpyetcs nHdopmauma, aHanormyHas Toum, Uto Gukcupyetcs B Aor-gaiibl KINEHTCKOM
4acTu CUCTEMBI.

Cny>x6a npoBepku nognucei

NHdopmaumsa o paboTe cnyxbbl NpoBepkn nognucen pukcnpyetcs B nor-dpanne. MyTb 40 XpaHeHWs nor-
danna ykasbiBaetcs B napametpe logsFolder koHdurypaumoHHoro danna cnyxbbsl Web.config.

B nor-danne dukcmpyetca nHdopmauma, aHanormyHasa Tom, 4To GMKCMpyeTcs B A0r-panbl KIMEHTCKOW
4acTu cMCTeMbl.

Cny>x6a BBOga

B nor-dann cnyxbbl 3anuncbiBatoTCA OWMOKKW, NpesynpexaeHns wn apyras uHpopmaums o pabote
cnyx6bl. Ima nor-danna 3agaetca B popmate <Vms komnbrotepa>.<Mms cayx6bbi>.log. Hanpumep,
DIRServ.Directum.CaptureService.log.

B 3aBMCMMOCTM OT HacCTpoeK NOrMpoBaHUA MOXHO ¢GUKCMpoBaTb WHPOPMALMIO pPasHOro Tuna.
Hanpumep, BkatoyaTb W BbIKAKOYATb 3anncb OLWIMGOK, NPeAynpexaeHuin n MHOOPMALMOHHbIX
COObLEHNI. YPOBEHb NIOTMPOBaHUA 3ajaetcs B KOHoUrypaumoHHom ¢anne Nlog.config. ®ann
PacrnosIoXeH B Narnke C yCTaHOBIEHHOMN CNy>X60M.

MoapobHee 0 norvpoBaHUM cay>Kbbl BBOAA CM. B KHUre «Cnyxba BBOAA JOKYMEHTOB», B pasgene «Jlor-
dann cnyxbel BBOAA».

Cny>«6bl B3aumoaencrBusa cucrem

Nor-darin cnyx6 B3aMMOAENCTBMA CUCTEM BegeTcs B XypHasne cobbitnin Windows, nma xypHana — DICS
EventLog.

XKypHan cobbiTnii cozgaetcsa ¢ nomowbio yTnanTbl DicsPrelnstaller.exe. YTuanta nonyyaert Ha BXxo4 OAWMH
napameTp — MMa KOHGUrypaumnoHHoro damna.

Co3gaHve >XypHasa BbIMONHAETCA OT JMuLa YYEeTHOW 3anucy, OT KoTopoin paboTaeTr ytuauta
DicsPrelnstaller.exe. [ln1a KOPPeKTHOro CO3aHMA Yy YY4ETHOM 3anncy A0JKHbI ObITb MpaBa Ha BbIMOJAHEHNE
onepauun Co3gaHus XypHana.

XypHan cobbITnin HacTpamBaeTcs ¢ nomowpbto yTuamtbl DicsPrelnstaller.exe navm B kKoHUrypaumMoHHOM
danne LogSettings.config.
CepBepHas yacTb Be6-gocryna

e <Wwma cepBepa>WebAccess.log — ownbkn n npegynpexzaeHuns, BO3HMKaloWMe B Xxoje paboTbl
cepBepHOW YacTn Beb-gocTyna

e KnneHTckas ctatuctuka — MHGOpPMaLms o0 B3anMoAeNCTBUN MOAb30BaTENS CO CTPaHULEN

e CyeTumknm — pmarHoctuyeckas WHPOpPMaLMs, Hanpumep, KOAMYECTBO MNOJb30OBaTesNei, CHETUMKMU
3bPeKTMBHOCTU

e [lpodannvHr onepaumi — BpeMsA BbINOJHEHMA OMepauuin, Hanpumep, OTKPbITUE KapTouvek,
BbIMOJIHEHWE 33aJaHni

MNyTb A0 XpaHeHUs nor-parina ykasbisaetcs B napametpe LogFileName daina Web.config. Kak npasuno,
nor-¢ann pacnonaraercs B nanke C\lnetpub\wwwroot\Directum\directumWebAccess\logs. Kaxabin
AEeHb CO34aeTCs HOBbIM ¢aisl, a Gain 3a npeabiaywmin jeHb NepenMeHoBbIBaeTca No Gopmaty <ums
cepBepa>.WebAccess.<aaTa>.log.

®ukcnpyetcs cneayrowas nHGopmaums: gata U Bpems, UCTOYHWUK, TUM OWWUOKK, TEKCT owunbKM, CTek
BbI3OBa, UMA 1 Bepcusa cbopku, [agpec cTpaHuubl, Tn 6pay3sepa, IP].
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C Touku 3peHns besonacHocT B sor-Gannbl cepBepHON YacTn Beb-gocTyna dukcmpyrotca cobbitns o
3anycke 1 3aBeplieHun npoueccoB SBRte n SBLogon, nmpoBepke AvuUEH3MW Ha MOAyAb, OWMOKKM O
HEeBEepHOM JIOTMHE W Maposie Npu BXOAe MOAb30BaTens, owunbkn o6 OTCyTCTBUM MpaB AOCTyna Ha
06beKTbI, OLIMOKN O HEAOCTOBEPHOCTU NOAMUCH.

KnuneHTtckas cTtaTuCTMKa, CUETUMKM U NpodalnnHr onepaumii Beaytca, ecan B ¢danne Web.config ansa
Ka>kZoro m3 3TX napaMeTpoB yka3aHo 3HayeHuve enabled="true"”.

[NMpvmMmeyaHne
Ha ka1reHTCKOM KOMMbloTEpe Takke BeayTcs sor-darnbl, Hanpumep aor-dain areHta Beb-gocTyna.

Cepeep NOMAD

<uma cepepa>.DirectumWebService.<gata potaumm snora>.log - ownbknm 1 npeaynpexzeHuns,
BO3HMKatoLwme B xoge pabotbl cepeepa NOMAD.

C TOuKkM 3peHua beszonacHoctn B nor-danne cepsepa NOMAD dukcmpytoTcs owmnbkM O HEeBEpPHOM
JIOTWHE M MapoJie Npu BXOAE NO/b30BaTeNs, OLWMOKM O HEAOCTOBEPHOCTM MOAMUCK, SKCMOPT U UMMOPT
AOKYMEHTOB, BbINOJIHEHWE Pa3/IMYHbIX OnepaLmm.

MyTb A0 XxpaHeHus nor-danna ykasbiBaetcs B Nnapametpe LogsDirectory darina Web.config. Ecan nanka
He CyLLeCcTBYEeT UM He yKa3aHa, Jor-paliabl NoMeLLaroTcs B nanky Beb-cepsuca B App_Data\Logs.

YpoBeHb geTanbHOCTU nor-danna Hactpansaetcs B napametpe Loglevel dpainna Web.config. BosamoxkHble
YPOBHM:

e 0 - vckaoueHusa n coobleHns ob ownbkax;
e 1 - nckntoueHns, cooblieHns 06 owmbkax n NnpeaynpexaeHuns;
e 2 - yckNtoYeHus, cooblueHnsa 06 owmnbkax, npegynpexaeHa n MHGOPMaLMOHHbIE COOBLLLEHNS;

e 3 —Bce coobLeHMA.

MNpumMeuaHwe
Jlor-¢daiinbl Takxke BeAyTCA Ha YCTPOMCTBAX, Ha KOTOPbIX YCTaHOB/EHbI KaneHTckme npunoxerHms NOMAD.

MexaHusmbl Me)XxcucremHoro B3anmogeiicreua (DCI)

NHdopmaumsa o paboTe MEXaHN3MOB MEXCUCTEMHOIO B3aUMOAENCTBUSA 3anmncbiBaeTcsa B aor-pann <Vims
komnbroTepa>.<Cepsuc DCI>.log. Manka ans xpaHeHWs nor-ganioB 3a4aeTcs Npu YyCTaHOBKE CEPBUCOB
DCl.

B nor-dainbl 3anucbiBaroTcs owMbGKKM, NpeaynpexaeHvs 1 apyras uHpopmaums o paboTe cepBUCOB.
YpoBeHb NPOTOKOANPOBaHUSA OnpesenseT, kakas MHbopMaLms 3anncbiBaeTcs.

Mo ymonuaHuto cepsucel DCl BeayT norvpoBaHue B ainbl. AAMUHUCTPATOP MOXKET HACTPOUTb
nornposaHue B 6a3y gaHHbIx Microsoft SQL Server.

MNoapobHee CM. B OMUCaHUM TEXHNYECKOTO pelueHns «MexaHWU3Mbl MEXCUCTEMHOTO B3aVMOAENCTBUSA»,
pasaen «Jlor-dpannbl cepsncos DCl».

© Komnanwusa Directum, 2020 17



O6wwme MexaHn3Mbl 3aLWnTbl MHGopmaLumn B Directum

NcTtopua nameHeHnii npas gocrtyna

Ana KOHTpONA Ha3HayeHMs MpaB AOCTyNa Ha KOMMOHEHTbl WM OOBbEeKTbl CUCTEMbI CyLLecTByeT
BO3MOXHOCTb MPOCMaTpuBaTb WCTOPUO W3MEHeHWN 3anucen komnoHeHT Monb3osatenu, pynnbl
nonb3oBartenen, KomnoHeHTbl 1 MpuBunerun.

NHudbopmauma 06 nameHeHMM NpaB JOCTyNa K 3aMMc KOMMOHEHTbI A4OCTyMHa B OKHe UCTOpuK paboTbl €
3anncbio B KOIOHKE «/leicTBue», Hanpumep:

= & - McTopwma pa6oTsl ¢ 3anvceto “Cokonos B.I." = B

[naeHasn Eug ~ @

£ e i B

O6HoenTe Tewywmii | Hafitw Hafitu | 3kcnopr

AdHHbIE  UnLTp ™ pganee | B Excel
Cnuncok Mowck Cepeuc
Nara pelcTENA JeticTene JeTaneHoe onucaHue PaBouan c.. [Mpunoxked.. Cepeep  MNonb3oBaTens
22.01.2013 9:33:43  HazHadeHWe NpUBUAErMN Mpuennerna "Yganenue z:agaq” (W = 6) HasHauena n.. W3TTWT 15-Builder Tekywmid Administrator
22.01.2013 9:33:42  HasHaqeHWe NpUBMAErMI Mpuennerns "Yganenue gokymedtos” (M = 4) nasna.. W3TTW7 15-Builder Tekywmii Administrator

22.01.20139:33:15  McknrodeHWe Nonb30BaTENA W3 rpynnbl MNonssosatens "Sokolov_VP" (Cokonos B.I.; WM = 38... W31TW7 |5-Builder Tekywmnid Administrator
22.01.2013 %:33:09 BwntoueHMe NoNL30EATENA B rpyNMY Monezosatens "Sokalov VP" (Cokonos B.M: M4 = 58... W3T1TWT |5-Builder Texywmii Administrator
14.01.2013 8:50:09  Mamenenuwe cTaTyca none3oBaTens Monezoeatent "Sokelov VP (Cokonoe B.M.; M4 = 58... Wd4658 |5-Builder Texywmii dbo
14,01.2013 8:30:05  BrnroueHwe none30BaTens B rpynny MNonezoeatent "Sokelov VP (Cokonoe B.I.; M4 = 58... Wd4e58 |5-Builder Tekywmii dbo

26.03.2010 12:43:16 Brnrouenne nonezoeatenn e rpynny  [pynna=5303Monezoeatens= 583 W109XP 1S-Builder  Texywmid Administrator
26.03.2010 12:43:15 Brntodenne nonesoeatens 6 rpynny  [pynna=502Monesoeatens=>583 WI09XP IS-Builder  Tewywmid Administrator
3anucei: 9

B NCTOPUHO 3aNnCbiBakOTCA COBEPLUEHHbIEe AeVICTBMH, HanpuMmep, nsmMeHeHne npas JOCTyrna, BKAKYEHNE U
BbIKJIKOYEHNE LIJI/ICI)pOBaHI/IFI ana  AOKYMEHTa, HasHayeHune npuBuUaernu, M3MEHEHNE Napond
noJjib3oBaTtend.

|/|HLI|I/IAeHTbI 6e30MacHOCTN 3aMnCbIiBAOTCA He B NCTopunto pa6OTbI C 3annCbio, a B nor—@aﬁnbl.

Kpuntorpapus

B cucteme Directum ecTb BO3MOXHOCTb MOAMMUCHIBATb 3NEKTPOHHOM MOAMUCHIO U WNPPOBATb TEKCTbI
AOKYMEHTOB 1 3azay.

HOAFII/IcaHI/Ie AOKYMEHTOB 3!16KTpOHHOI7I noanmncbro (3“) No3BONAET 3aMEHUTb TPaANLMOHHbIE NedaTb U
noAanuce, rapaHTMpyda aBTOpPCTBO NOAMUCUA N HEU3MEHHOCTb TEKCTa. Mocne noAarnncaHna TeKCt 4OKyMeHTa
CTaHOBUTCA HEAOCTYNHbLIM ANA U3MEHEHNA.

LWndposaHne npegHasHauYeHO AN AOMONHUTENBHOM 3alLMThl JOKYMEHTOB M 3aZay M NO3BOASET CKPbITh
NX OT aAMUHNCTPATOPOB CUCTEMbI N 3aMeLLIAHOLLMIX.

Cnocobbl noagnuncaHma n wWndpoBaHNA TEKCTOB:

e oAnucaHve Ha OoCHoBe cepTndmKaTa;

e LIMPpOBaHME Ha OCHOBaHUK cepTUdUKaTa;

e LIMPpPOBaHMeE C Naposiem.
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Utobbl MNonb30OBaTENM  MOFAU noannmcbiBatb W” LIJI/ICI)pOBaTb TEKCTblI Ha OCHOBE CepTVICI)VIKaTa,
AAMUNHUCTPATOP BblgaeT U pPEerncTtpupyet CepTI/Iq)I/IKaTbI, a TakKxe HacCTpauvBaeT Ha pa6oq|/|x MecCTax
Moaynun LIJVIq)pOBaHVIFI M noanmncaHunA.

MpyMeyaHns

1. Ana noanucaHuna v wWndpPoBaHNA TeKCTOB B Beb-AOCTyne Ha KOMMbIOTEpPe MO/Ab30BaTeNs AOMKEH b6biTb
ycTaHoBAeH AreHT Beb-gocTyna.

2. B MobunbHbIX nmpunoxeHuax Directum He noajepxwuBaetca paboTa C LWMPPOBAHHLIMWU JOKYMeEHTamy,
3agadvamn 1 3agaHvamun. Ecam gokymeHT 3awmdposaH ¢ nomoubro ceptuéukata, 8 NOMAD-npunoxenune
nepefaeTcs TONbKO CCblIKa Ha JOKYMEHT.

B craHpgapTHyto noctaBky cuctembl Directum BXxOoAAaT TpW MOAYAS, KOTOpPble WCMO/b3YHOT pasHble
Kpuntorpaduueckme cpeacrsa.

Mogaynn ycTaHaBAMBatOTCA aBTOMATUUeCKM MpU YCTAHOBKE KAMEHTCKOM 4actu cuctembl Directum.
BO3MOXHOCTb MCMOABb30BaHNA 3aBUCUT OT YCTAaHOBNEHHOTO NMPOrPaMMHOro obecneyeHus.

Moaynb [Jencrene Tpebyemoe MO

Standard Encryption LndposaHue Microsoft .NET Framework 3.5 SP1 u Bblwe
MoanwncaHne

GOST Encryption LLnpposaHme Kpuntonpogaingep Kpuntolpo nan ViPNet,
Moanucanve Microsoft .NET Framework 3.5 SP1 v Bbiwwe

Bicrypt Signing Mopnucanmne Kpuntonposangep bukpunt

Standard Encryption

Mogynb pacwupeHua Standard Encryption wucnonbdyetcs ana wudpoBaHMA M NOANUCAHUA MO
anroputmam 3DES, RSA n DSA v ECDSA.

MNoasep>xnBaroTcs cepTndukaTbl, BbigaHHble nporpaMmHo yvepes CryptoAPI nan Cryptography API: Next
Generation (CNG).

GOST Encryption

Mogynb pacwmpenuns GOST Encryption ncnone3yetca ana wWnMdpoBaHUSA M NOAMMCAHUA MO anropnutMam
FOCT. [lns ncnonb3oBaHWsa MOAYNA paclumpeHuns Heobxoanm kpuntonpoargep Kpuntolpo nan ViPNet.

Bicrypt Signing

Mogynb pacwmpenns Bicrypt Signing ucnonb3yetca Ana MOANWCAHUA 3NEKTPOHHOW MoAnucbro. [ns
NCMOAb30BaHNA MOAYNA pacluMpeHnsa Heobxoanm kpunTtonposangep bukpunt-KbC-C.

Mpw Boibope CK3U (cpeacTBa Kpuntorpaduryeckon 3awmntbl MHGOpMaLMKM) cresyeT obpallatb BHUMaHWe
Ha Hanmume n cpok genctema ceptudmkaumm CK3W B rocysapCTBeHHbIX opraHax, a Takxke Ha kiacc
3almLeHHocTH. Tak, Hanpumep, kpuntonpoBsargep bukpunT nmeet ceptndukar cootsetcteua ®Ch: ero
MOXHO WCMo/ab30BaTh A/1A obecneyeHnsa LLeNOCTHOCTU U MOANNHHOCTY MHPOPMaLMK, He cozep Kallen
rocyAapCTBEHHYIO TalHy.

Ans ncnonb3oBaHWs NHO60r0 MOAYNA PaCLUMPEHUS aAMUHUCTPATOP 3aJaeT HAaCTPOMKM MOAY/NS B OKHe
napameTpoB cuctembl Directum Ha 3aknagke «Moaynn pacwmpeHus». MNMogpobHee cM. B pyKOBOACTBE
aAMUHUCTPaTopa, pa3gen «Mogynn noanucaHuns v LWNGpPOBaHUs».

B opraHm3aumm MOXHO yCTaHOBUTb COBCTBEHHbIN LieHTp cepTudurkaumnm — cayxdy ceptudunkaumm Active
Directory. Cnyx6bbl ceptndukatos Active Directory MOXHO MCNOAb30BaTb ANS CO34aHWUA OAHOTO WU
HEeCKONbKMX LIeHTPOB cepTuduKaL M, KoTopble ByayT nosyyaTb 3anpocbl Ha cepTUdUKaTbl, MPOBEPATb
AaHHble 3anpoCcoB, AEHTUOULMPOBATb 3aMNpallnBatoLLytO CTOPOHY, BblAaBaTb M OT3biBaTb cepTMdUKaThI,
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ObLwme mexaHn3Mbl 3aLmTbl MHGOopMaLumm B Directum

nybankosaTb JaHHble 06 OT3biBax cepTudmkaToB. CreayeT yumTbiBaTh, UTO cepTUdMKaTbl, BbijaBaeMble
COBCTBEHHbBIM LIEHTPOM cepTudmkaumn, He ByayT cunTaThCa KBaANPULMPOBAHHBIMMU.

MNMoapobHee nOpPAJOK YCTAHOBKW W HACcTpouku cayxbbl ceptudukaumm Active Directory n ee
KOMMOHEHTOB CM. B PyKOBOACTBE afMUHNCTPaTOPa, B pasgene «LleHTp ceptndumkaumnm».

MNpumeyaHne
B pa3gene onvcaH npuMep HacTporiku cnyxbel ceptudumkaummn. Hactpausante cnyxby ceptudmkaumm Active
Directory n ee KOMNOHEHTbI C YYUETOM NOAUTUKN HE30NacHOCTU NPeANpPUATUS.

B uensx nosblweHMs 6e30MacHOCTM AaHHbIX 3aKpbITble KAKOUW, WUCMOAb3yemMble AN LWNPPOBaAHUA U
noanucaHma aokymeHTtoB Directum, pekomeHayeTca XpaHWUTb Ha CbeMHbIX HOcuTenax. Hanpumep, B
KauyecTBe TaKOro HOCUTENS MOXET BbICTYyMaTb 3/NEKTPOHHbIA MAaeHTUPUKaTtop PytokeH. BesonmacHocTb
obecneunBaeTcs TeM, YTO MOAMMUCAHWE MPOM3BOAUTCA HEMOCPEACTBEHHO HA TOKEHE, 3aKpPbITbIA KUY
npw 3TOM HeAOCTyNneH BHe ToKeHa. TokeH ceptudmumpoBaH OCb n ®CTIK, noatomy, 31, yctaHOoBAEHHasA
Ha AOKYMEHT C MX MOMOLLbIO cumTaeTca KBanimduumnpoBaHHOW. OANH TOKEH MOXHO WCMO/b30BaTb ANS
NoANMCaHWA AOKYMEHTOB B AECKTOM-KAMEHTE, BeH-kKaneHTe n MobunbHoM npunoxeHun Directum Solo
ans Android.

MNpumeyaHne

B MobuabHbIX npunoxeHusx Directum, 3a uckatoueHnem Directum Solo n Directum Jazz gna Android,
noaaepxuBaetca pabota Tosbko ¢ kpuntonposangepom Kpuntollpo. B npunoxeHusx Directum Solo wn
Directum Jazz, nomumo Kpuntollpo, nogaep>kmBaeTcs nognuncaHe C MOMOLLbIO CepTUPUKATOB, BblgaHHbIX YL
Microsoft.

ObbekTHas moaenb IS-Builder no3sonser nporpammHo yctaHaBavBaTte Il B paclumpeHHbix Gopmarax
CAdES-XL n CAdES-A. CAdES-XL obecneumBaeT 3aluTy OT MOAMEHbI cepTuduKata M BO3MOXHOCTb
obnanH-nposepkn noanucu. CAdES-A, pononHutensHo k CAdES-XL, obecneumBaeT ropuanyeckyto
3HaYMMOCTb AOKYMEHTOB MPWU WX AANTEbHOM XPaHEHMMW 3a CYeT MCMOJIb30BaHMA apXMBHbIX WITAMMOB
BpeMeHW. NogpobHee cM. B pykoBOACTBE Mo ob6bekTHOM Moaenu IS-Builder, B pa3gene «Kpuntorpadusa un
SM».

ObecneyveHme LLENOCTHOCTU U JOCTYNMHOCTU MHOOpMaL MK

Ans obecneyeHns LLeNOCTHOCTU U AOCTYMHOCTU MHPOpPMaLmMKM, KoTopas xpaHutca B cucteme Directum,
HeobXOANMO OCYLLECTBAAT:

e pe3epBHOE KOMWPOBAHME N BOCCTaHOBAeHVE b/l

e Knacrepusauunto

Pe3epBHOe KonmnpoBaHue n BocctaHoBAeHue b/l

OgHM u3 cnocoboB obecneyeHns COXpPaHHOCTM M 6e30MacHOCTM  JaHHbIX ABAAETCA CO3jaHue
pe3epBHbIX KONui 6a3bl AaHHbIX. KONMUK JOMKHBI XPaHUTLCA Ha HocuTene, Gr3nyeckn pacnoNoXeHHOM B
MecCTe, OTIMYHOM OT MecCTa XpaHeHMs 6a3bl JaHHbIX (Ha ClyYar MOXapOB, MOTOMNOB, TEPAKTOB, CTUXNNHbIX
6eACTBUA 1 ApYTvX Ype3BblYaHbIX MPOUNCLLECTBUN).

BbigensatoT nonHoe pesepBHOe konvpoBaHue b/l, pa3HocTHOe pe3epBHOe konuposaHue b/l 1 pesepBHoOe
KONMUPOBaHWe >YypHana TpaH3akuui. Pe3epBHOe KOMMPOBAHWE OCYLLECTBASETCA MO PaCMMUCAHUIO C
ncnonb3oBaHWeM 3agaHunii SQL-cepepa.
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B SQL Server ans b/l cywiectByeT Tpy MOA€eNN BOCCTaHOBAEHWA:

e Full model - no3Bonset BocctaHoBMTbL B/l 40 COCTOSHMA, B KOTOPOM OHa 6blla Ha MOMeHT cbos nam
Ha N1t0H6ON yKasaHHbIA MOMEHT BpeMeHW. ITOT pexum obecneunBaeT MakCUMaabHble BO3MOXHOCTU
BOCCTaHOBJ/IEHWS;

¢ Bulk-Logged model — no3sonset BocctaHOBUTL B/} 4O COCTOAHNSA, B KOTOPOM OHa bBblna Ha MOMEHT
c60s MM Ha NoOON yKasaHHbIN MOMEHT BPEMEHW, €CIN NOCAe MOCAEAHEro NOAHOrO Pe3epBHONO
KonvpoBaHus B 6a3e faHHbIX HE BbIMOJHAANCb KOMaHAbI:

¢ MacCCOBad BCTaBKa, Hanpumep, npun penamkauuny;

e BCTaBKa/M3MeHeHue 60bLIMX ABOWYHbIX AaHHbIX, HanpuMmep, npm U3IMEHEHUWN AaHHbIX B
TEKCTOBbIX PpeEKBU3NTAX, UISMEHEHNN Bepcvu7| AOKYMEHTOB;

e onepauuu No Co3faHuio, NepecTPoOEHNIO N YAaNeHUIO MHAEKCOB, HaNnpuUMep, NpW reHepaLmm
CepBEPHOM YacTK Mpu KOHBEPTALMU CUCTEMBI;

e Simple model - nossonser BocctaHOBWTL B/l TONBKO A0 MOMEHTa, Ha KOTOPbIN Oblia caenaHa
nocnesHas MoOJfHas WAM  pa3HOCTHas pe3epBHasa konusa. [logpa3ymeBaeT 6onee npoctoe
BOCCTaHOB/IeHWe 6a3bl B ciyyae cb60A — BOCCTaHaBAMBAETCA NOCAEAHANA NOAHAA Konua 6a3bl AaHHbIX
N NOCNeAHAA Pa3HOCTHaA pe3epBHas KOMus.

ITOT pexvM ycTaHaB/AMBAETCA MO YMOAYaHWUIO y 6a3bl AaHHbIX Npw ycTaHoBke Directum.

B craHgapTHOM Bepcmm Directum HacTpavBaeTca MOAHOe pe3epBHOE KOMMPOBaHWE OAMH pa3 B AeHb U
Pa3HOCTHOEe pe3epBHOE KOMMpOBaHWe KaXAbl 4vac. B ciyyae nepeBoga 6asbl faHHbIX B PeXum
BocctaHoBneHua Full van Bulk-logged pekomeHpyeTcs co3paBath pa3 B feHb MosaHyro konuio B/,
Pa3HOCTHblE pe3epBHble KOMuK Kaxable 1-2 yaca, pesepBHble KONMUK XypHasia TpaH3akumin kaxgele 15-
30 MMHYT. 3TO NO3BONT MUHMMU3MPOBATL MNOTEPU U AENCTBUA MO BOCCTAHOBAEHMIO 6a3bl B Ciyyae cbos.

MoapobHee cM. B pyKOBOACTBE aAMMHMCTpaTopa, B rnase «Ob6cnyxumsaHue b/l», pasgen «PesepBHoe
konvposaHue b/1».

MNMoapobHee MNOPSAAOK CO34aHMSA pPe3epBHbIX KOMWA U BOCCTaHoBAeHMs b/l cm. B pykoBoacTBe
aAMUHUCTpaTopa, B pa3sene «PesepBHoe konnpoBaHue b/l», BXOAWUT B KOMMAEKT JOKYMEHTaLUMN.

Knacrepoil

Ans obecneuyeHns OTKa3oyCTOMUMBOCTM cucTembl Directum pekomeHayeTcs mMcnosib3oBaTb Knactep —
coBMecTHas paboTa rpynnbl HE3aBUCUMbIX CEPBEPOB MO3BOJINT MOBbLICUTb AOCTYNMHOCTb MPUNOXKEHUA U
cnyx6. MoapobHee cM. AokymeHT «Directum. WHCTpyKumMsA nNO yCTaHOBKE», BXOAMT B KOMMAEKT
AOKyMEHTaLMW.

Ans obecneuveHns bHecnepebonHon paboTbl BeO-AOCTYMa TakXKe MOXHO MCMOAb30BaTh knactep. [na
pacnpeseneHns KJANEHTCKUX 3ampocoB MeXAy Yy3naMu knactepa mcnonblyetcs cayxba Network Load
Balancing (NLB). Cny>xb6a obbesnHAeT B knactep HeCKONbKO OAHOBPEMEHHO paboTaroLMX CEPBEPOB U
TeM caMblM 0becrneunBaeT BbICOKYH AOCTYNMHOCTb M MacwTabnpyemocTb Beb-gocTyna.

[ocTtynHoCTb o6ecneunBaeTcs 3a cUeT NepeHanpasieHns KAVEHTCKMX 3anpocoB Ha paboTatolume y3bl
Knactepa B ciyyae cbos MAM OTKIHOUEHUS OAHOTO M3 y3710B. MaclTabmpyemocTb 1 MOBbIWEHWe
ynpaBisemMocTM  JOCTUraeTcs 3a CyeT TOro, 4TO  3anpocbl  MOJb30BaTeNell  pPaBHOMEPHO
nepepacnpeAenstoTcs no y3aam kaactepa.

MNoapobHee 0 HacTpoWke Knactepa CM. B AokyMeHTe «Directum. VIHCTpyKLUMA NO yCTaHOBKE», BXOAUT B
KOMMAEKT JOKYMeHTaLnun.
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Cepsep CYB/, v cepBucHble cnyxbbl cuctembl Directum

CepBep CYB/J, n cepBucHble cny>xbbi cnctembl Directum

B coctaB cucrembl Directum BXxoaaT cepBUCHbIE CNyXObl:

e cepBep ceaHcoB — cayxba «IS-Builder Session Server». OcyLiecTBASET MOHUTOPUHT MOAKJOUEHNI K
cucteMe n ynpasneHve 610KMpoBKaMn 0HbEKTOB;

e cnyxba Workflow - cnyxba «IS-Builder Workflow Processing». O6ecneunBaer o06pabotky
MapLUpyTOB 3ajay;

e cnyxba obpabotkm cobbitnm — cayxba «IS-Builder Event Processing». ObpabaTtbiBaeT cepBepHble
cobbITmA.

CepBep ceaHcoB, cnyxba Workflow n cnyxxba o6pabotkm cobbITMin B3aMMOAENCTBYHOT C 6a3om
AaHHbIX cncTembl Directum oT MMeHW NpegonpeseneHHoro noab3osatens cuctemol ISBuilderSystem;

e cnyxba noucka — cayxba «IS-Builder Search Service». BbImOAHAET NMONHOTEKCTOBbIE MOWCKOBbIE
3anpocbl. VHaekcMpoBaHMe fJaHHbIX BbIMNONHAETCA C MOMOLLbIO Habopa cepBepHbIX COObLITUN.
MexaH13M NOJHOTEKCTOBOIO MOMCKa OCHOBAH Ha MoUCKoBOW cucteme Elasticsearch;

e cnyxba npoBepkn noanucen — cayxba «Directum Signature Verifier Service». lNpoBepseT oTaeNbHble
3/IEMEHTbI INEKTPOHHbIX NoAnucern — wTamnbl BpeMeHn n OCSP-otBetbl. Cnyxba obecneumnBaet
B3aMMOZencTBMe naarnHoB WwndpoBaHma ¢ npunoxerHmammn Kpuntollpo TSP Client n Kpuntollpo
OCSP Client.

OCSP-otBeT (Online Certificate Status Protocol) — otBer, nonyueHHbin ot OCSP-cepsepa
yAOCTOBEPAIOLLLEro LeHTpa O cTaTyce ceptudumkaTta u noanmncaHHbii ceptndukatom OCSP-cepBepa;

VHdopmaumo O B3aMMOAENCTBMM KOMMOHEHTOB CUCTEMbl CM. B PYKOBOACTBE aAMUHUCTPATOpa, B
pa3sgene «Apxutektypa cuctemol Directums».

B 3aBMCUMOCTW OT Harpysku CepBUCHbIE CNYy>XObl MOXHO YCTaHOBWTb Ha OAMH KOMMbOTEP C CEPBEPHOM
yactbto (cepBep CYBJ)) manm Ha pa3Hble KoMnbtoTepbl. Hanpumep, npu 6oabwoM noToke 3ajay
peKkoMeHAyeTCs yCTaHOBUTb Heckonbko cnyxx6 Workflow Ha pasHbix cepBepax. NMoapobHee cwm. B
AOKYyMeHTe «TunoBble TpeboBaHMA K annapaTHOMY W MpPOrpaMMHOMY obecrneyeHunto», BXOAUT B
KOMMAEKT JOKYMeHTaLunun.

Cnyx6y novcka n komnoHeHTbl Elasticsearch pekomeHayeTcs ycTaHaBAMBaTb Ha OTAE/IbHbBIN KOMMbIOTEP.
B 3tom cnyuae Tpebyetcs HacTpouka 6e3onacHoro poctyna Kk Elasticsearch. NoapobHee cm. B
PYKOBOZACTBE aAMMHUCTPATOpPa, pasaen «Hactporika 6e3onacHoro goctyna k Elasticsearch».

CepBucHble cnybbl B npouecce paboTbl ncnonb3yrotT oanH nopt TCP/IP, a kaveHTCkue npoueccbl —
HeCKOJ/IbKO NMOPTOB B OMpeAeneHHOM Anana3oHe. Homepa NopToB 3a4aroTca Npu YCTaHOBKE CUCTEMBI U
OTpaXkaroTcA B YCTaHOBKAaX CUCTEMbI:

e SessionServerPort — nopT cepsepa ceaHcoB. 3HaueHne No ymonyvaHuto 32300;

e WorkflowServicePort — nopt cny>x6bl Workflow. 3HaueHune no ymonuanuto 32310;

o FileStorageServicePort — nopt ciyx6b! pannoBbix xpaHuauLl. 3HayeHne no ymoadanuio 32320;
¢ ClientMinimalPort — M1nHVManbHbIM HOMEp NopTa KANEeHTa. 3HayeHre nNo ymoadanuto 32330;

e ClientMaximalPort — Makc/ManbHbI HOMep NopTa KAMEHTA. 3HayeHWe No ymondaHuo 32714,
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,ﬂ,ﬂﬂ KOppeKTHOI\/’I pa6OTbI CEePBUCHbIX CJ'Iy)K6 Ha KOMMbHOTEPAX C YCTaHOBJIEHHbIMUA CEePBUCHBIMUA
CJ'Iy)K6aMI/I M Ha KNTNEHTCKNX pa6oq|/|x CTaHUMNAX AOJIXKHbI ObITb OTKPbITbI CiedyroLlmne nopTbl:

® Ha KOMMbIOTEPE C YCTaHOBNEHHbLIM CEPBEPOM CEAHCOB— MOPT U3 ycTaHOBKM SessionServerPort;

e Ha KOMMbIOTEPE C YCTAHOBAEHHOW CNyx6ol GannoBbiX XpaHWAWL, — MOPT W3 YCTAHOBKMU
FileStorageServicePort 1 nopt 445 (MICROSOFT-DS);

e Ha KOMMblOTepe C ycTaHoBAeHHOWN cnyx60un Workflow — nopt n3 ycraHoskn WorkflowServicePort v
noptbl 13 ananasoHa [ClientMinimalPort, ClientMaximalPort];

® Ha KOMMbrOTEPE C YCTAHOBAEHHOW CNy>X601 06paboTkm COBLITUIN N Ha KAMEHTCKMX paboumx CTaHLmMAX
— nopTbl 13 gnana3oHa [ClientMinimalPort, ClientMaximalPort];

e Ha KOMMbHOTEpPE C YCTAaHOBAEHHOW CNy>XHOM Moucka M Ha KAMEHTCKMX paboumx cTaHuusax — nopt
9120.

Ana pabotbl SQL-cepBepa Ha KOMMbOTEPE C YCTAHOBAEHHOW CEpPBEPHOWN 4acTbto cucTeMbl Directum
AOMKHBI 6bITb OTKPbITEI NOPThl: TCP-nopT 1433 n UDP-nopt 1434.

Ans KoppekTHON paboTbl CUCTEMbI MOPTbl HE AOJKHbI WNCMOAb30BaTbCA APYrMMU MPUNOXKEHUAMU U
JOJIXKHbI ObITb OTKPbITHI B 6paHAMayape. MNopTbl CepPBUCHbIX CNYy>XXO He JO/KHbI NonajaTb B AMana3oH
NOPTOB KNMEHTCKOW YacTu.

Mpn yctaHoBKke M akTMBauum cucteMbl Directum co3garotca npeponpeseneHHble MOJ/b30BaTENN U
npegonpeaeneHHble poan SQL-cepBepa 4S8 MCMOAb30BaHMA BO BHYTPEHHWUX MexaHu3max IS-Builder u
Haya/bHOW HaCTPOWKK cucTeMbl. NoapobHee cm. pasgensl «[lpesonpesesieHHble Noib30BaTeNN CUCTEMBI
Directum» un «[peaonpeaeneHHble poan SQL-cepepa».

CepBVICHbIe y4yeTHbI€ 3arnncun

ﬂlflﬂ pa6OTbI cncteMsbl Directum HeO6XO,£I,I/IMbI cnepyrouimne cepBuCHbIE yUYeTHbIE 3annucu:

e [/1A YCTAHOBKM CUCTeMbl — y4yeTHas 3anucCb MoJsb3oBaTens, obnajarowas npaBamu JOKaJbHOrO
agMuHncTpatopa Windows, Hanpumep AgMUHUCTPaTOPR;

e ana pabotbl ¢ SQL-cepBepoM — y4yeTHasa 3anucb, obnasarolias npaBaMy agMuHUcTpaTopa SQL-
cepBepa, kak NpaBuao, 3TO NOb30BaTe b sa, b0 nonbzosatenb Windows, obaagatowmin NOAHbIMM
npaBamu Ha 6a3y gaHHbIx Directum.

Echm nonb3oBatenb, oT MmMeHM KoToporo wuget obpaueHve k SQL-cepBepy He sa, TO Ana Hero
HeobxoANMMO YyKasaTb cepBepHble poan sysadmin unn securityadmin, yto6blI MMETH MOJHBIN
bYHKLMOHaN yrnpaBaeHNs yYeTHbIMM 3anmcsaMm noab3osatener Directum.

Moa nonHbIMKM NpaBamun Hag 6a3y aaHHbIx Directum noHmmaetca BxoxaeHune B ponb db_owner b/
cuctembl Directum.
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KnneHtckas uactb

MpeponpeaeneHHblie Nonb3oBaTenn cuctemMmol Directum

|_|pI/1 YCTaHOBKE 1 aKTUBaL N CUCTEMbI CO34ak0TCA Chejyroune nonbsoBaTtenun:

Conductor - cnyxebHbli nonb3oBaTenb, obnajaroWMi  MUHUMANbHBIMU  MPUBUAETUAMW.
Wcnonb3yetcs npwu  3anycke SBLogon.exe A4nda  noayyeHWs  AaHHbIX, HEOBXOAUMbIX — ANS
ayTeHTMdMKaLMm Noab3oBaTenen;

ISBuilderSystem - npesonpeaeneHHbi cayxebHbi agMuHUcTpaTop. Mcnonb3yetca cepBepom
ceaHcoB u cnyx6omn Workflow. Vimeer Habop mpvBuaervii, COOTBETCTBYHOLWMI Habopy NpuBMAETrniA
rpynnbl  «AAMUHUCTPaTOPbI». [lns NOAb30BaTeNs reHepupyeTcs Mapofib BbICOKOW CIOXHOCTY,
YHVKaNbHbIN B paMKax cepBepa;

Administrator — npegonpeaeneHHbln  agMUHUCTPaTOP cuctembl. MmeeT Habop npwuBuaervn,
COOTBETCTBYHOLLMIM HAabopy NpuMBUAErA TPyNnbl «AgMUHUCTPaTOPbI». icnonb3yetca ana HavanbHOW
HacTpoWkn cuctembl. [locne nepBOHaYasbHOM HACTPOMKM MOXHO WM3MEHUTb Napoib W TUN
ayTeHTUdMKaLUmM B COOTBETCTBUM C NOANTMKaMM He30MacHOCTM OpraHv3auunn, Uan BOBCE OTKIOUNTD
3TOro Noab3oBaTens.

MpeponpeaeneHHble poan SQL-cepsepa

Mpw ycTaHOBKe M aKkTUBaLMK CUCTEMbI CO3Aat0TCA Cedytolne npegonpeseneHHole ponn SQL-cepsepa:

IS-Builder Application Role2 — posnb npunoxeHus, aktmeupyetca npu pabote nonb3oBaTenen c
Windows-ayTeHTndurkaunen. CosgaeTca npu reHepauum CepBepHON YacTu, Npy akTMBaLUmM CUCTEMbI
reHepupyeTCcs Naposib BbICOKOW COXHOCTH.

B cucteme Directum octaBneHa poab npunoxenus «IS-Builder Application Role» ans coBmectmocTn
C ee paHHUMW BepPCUAMY;

IS-Builder Users - posnb 6a3bl JaHHbIX, B KOTOPYH BXOAAT MOAb30OBaTeAM CUCTEMbI C
ayTeHTMdMKaumenr, otTanyHon ot Windows-ayteHTudumKaumm. Y poav HeT npaB Ha Tabavubl 6a3bl
AaHHbIX, N3MEHEeHWe KOTOPbIX 3anpeLeHo U3 coobpaxkeHni 6e3onacHoOCTy.

[Mpo3payHoe wndpposaHme gaHHbix (TDE)

B cnyuvae HecaHKLMOHMPOBAHHOIO A0CTyna K MHGOPMALMOHHOMY Pecypcy 3N10YMbILAEHHUK NOoayYaeTt
NPAMOM AOCTYN K AaHHbIM. Hanpumep, npu xuweHnn Gru3nyeckoro Hocmutens ¢ 6ason AaHHbIX AN ee
pe3epBHON konnen. OfHUM 13 peLleHnI ABAfeTCa WndpoBaHMe JaHHbIX.

B Microsoft SQL Server 2012 n Bbiwe ecTb GyHKLMA NpoO3payHoOro wndposBaHma gaHHbiX (Transparent
Data Encryption, TDE). TDE B peanbHOM BpemeHu WndpyeT AaHHble, XypHabl N pe3epBHble konun b/,

AamuHnctpatop SQL-cepBepa wumeeT goctyn K 3awmdpoBaHHbIM - AaHHbIM. [logpobHee cMm. B
AokyMeHTauumn Microsoft, ctatbto «[1po3payHoe wndbposaHmne gaHHbIx (TDE)».

MNpumeuyaHwe
Mpo3pauHoe WndpoBaHMe MOXET yBennumBaTh 3arpysky npoueccopa cepsepa CYb/, B 2-3 pasa.
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KnneHTtckasa yactb

Ana obecneyeHns 6e3onacHOCTM Ha paboume mecTa BCex Mosb3oOBaTesiel, KpOMe afMUHUCTPATOPOB U
pa3paboTumKoB, peKOMeHAyeTCA YycCTaHaB/iMBaTb Lite-Bepcuto kameHTckor 4vactu. Mo cpaBHeHMIO C
MOJHON Bepcuen KAMEHTCKOM 4acTu, Lite-Bepcma He CofepXWUT yTUAUTBI, NpejocTaBafoWwmne A0CTyn K
yrnpaBaeHuto pa3paboTkon 1 agMUHUCTPUpPOBaHNEM cucTeMbl. OTCYTCTBME Takmx GpaiioB orpaHnumnBaeT
AOCTyn nonb3oBaTenen k pabote C AaHHbIMK, 4YTO AaeT AOMOAHWUTENbHYIO 3alUUTy CUCTEMbI OT
HeKoppeKTHbIX AencTBnin B B/.

dannoBble XpaHUAULLA

dannoBble xpaHWIMLLA NpesHa3HavyeHbl ANf pa3MeLLeHMs TEKCTOB AOKYMEHTOB B GalioBbIX CUCTeMax
OAHOrO WM HEeCKO/bKMX KOMMbKOTEPOB. IJTO MO3BO/AET yMeHblMTb obbem B[] SQL-cepepa u
NpefoOCTaBifeT LUMPOKME BO3MOXHOCTM B OpraHmsauum pabotel C AokymeHTamu. Hanpumep, B
barnoBbIX XpaHMAWLLAX MOXHO pa3mellaTtb JOKYMeHTbl 60ablioro obbvema.

Ha kaXxxaom KomnbroTepe, Ha KOTOPOM pa3MeltaeTcad GainsoBoe XpaHWauLLe, yCTaHaBAMBaeTCs cayxba
davinoBbix xpaHuauw, «IS-Builder File Storage Service». Cnyxba ynpaBnseT goctynom Kk dannam
XPaHWIVLL TEKCTOB AOKYMEHTOB. ECIM AOKYMEHTbI AOMKHbI YYMTbIBATLCA NMPU NMONHOTEKCTOBOM MOWUCKE,
cny>6a GannoBbIX XPaHUAMLL, AONXKHA paboTaTb OT MMEHUW AOMEHHOW YYETHOM 3amnuncu.

Bce ak3emnaapbl cny>x6bl GanNoBbIX XPaHUAULL, AOIKHbI ObITb HACTPOEHbI Ha PaboTy yepes OANH N TOT
e nopT. Ana KoppekTHON paboTbl CUCTEMbI MOPT AOMKEH:

e OblTb OTKPbLIT B HpaHAMay3pe;

e He MUCMOo/b30BaTbCA APYTMMU MPUNOXKEHUAMY;

e He rmonagatb B Anana3oH MOPTOB KANEHTCKOWN YacTu.
Mo ymonuaHuto ana cny>kbbl GarinoBbix XpaHUANLL, UCMOAb3YOTCA NOpTbl 32320 1 445.

[Ans orpaHuW4yeHWs JoOCTyna nonb3oBaTener K ¢annam XxpaHuauwa pPekoMeHAyeTCs WCnosib30BaTb
KOHTpOAb MpaB gocTyna. NMpaBa goctyna k dainam Ha3Ha4yaroTCA aBTOMATUUeCckn cnyxxbon $annosbix
XPaHWUAULL MPY BbINMOJHEHWN YCIOBUIA:

e B CNpaBouYyHMKe XpaHWAULLA TEKCTOB AOKYMeHTOB B rnose *KoHTponb npaB aoctyna ykasaHo
3HauveHune Aa;

e B CeTM MCMNONb3yeTcA AOMeH uaum paboyas rpynna Windows;
e ecan ncnonbsyercs pabouas rpynna, TO Ha KOMMboTepe € darinammn xpaHUanLLA 3aperncTpupoBaHbl

BCE MONb30BaTENAN 3TOW rpynmnbl.

B pesysnbtate npu obpalleHnr nonb3oBaTens K AOKYMEHTY, TEKCT KOTOPOro pasmelleH B $ainsioBom
XpaHWAWLLE, NONb30BaTeNb NOJYYUT MpaBa AOCTyna, COOTBETCTBYHOLLME NpaBaM AOCTyrna Ha JOKYMEHT B
cucteme Directum.

UTobbl M3bexaTb MoTepu TEKCTOB AOKYMEHTOB, pa3MellaeMbix B (alIOBbIX XpaHWUAULLAX, CleayeT
HacTpavBaTb X pe3epBHOe KonupoBaHue. [ogpobHee CM. B PYKOBOACTBE afMUHUCTPATOpPa, B pasjene
«Pe3epBHOE KONMpoBaHWe GalriIoB XPaHUANLLA».
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CepBepHble cobbITUA

CepBepHble cobbiTuA

CepBepHble cobbITUA NpeHa3HayeHbl AN BbiMoAHeHUA ISBL-BbluncneHmn Ha oTaenbHoM cepsepe. B
KapTO4YKe CepBEPHOro CObbITUA YKa3blBatOTCA CLEHapWX, KOTOpble peannsytoT JOruKy CcobbiTus.
CepBepHble cobbiTna 3anyckarotca n3 ISBL-Bbiumcnenmn n obpabatbiBatotca cnyxxbon obpaboTku
COBbITMI, KOTOPas BbIMOJHAET CLLEHapUKX 3TOr0 COBbITUSA.

HekoTopble BbIUMCNEHVA PEKOMEHAYeTCA BbINMONHATb Ha OTAE/bHOM CepBepe C TOUKW 3peHus
nHopMaLmnoHHOM 6e3onacHOCTU. A UMEHHO:

e BblUMCAEHUA, KOTopble MO0 Hebe3omacHO BbIMONHATL Ha KAMEHTCKOM KOMMbtoTEpe, AnMbo
HEBO3MOXHO M13-3a TpeboBaHMA NOBbILWEHHbIX NPUBUAETMIA. BoiuncaeHns BbINONHAIOTCA Ha cepBepe
OT WMEeHW npegonpeAeneHHOro nosb3oBatena cucrembl |SBuilderSystem. pu 3TOoM O6bIUHbIE
Nno/ab30BaTeNN He CMOryT nocMoTpeTh ISBL-koa nan noeamats Ha ero paborty;

® BblUNC/IEHNA, ncnoabsyrowne KOH(I)I/IAeHU'VIaIIbHyI-O I/IHCI)OpMaLI,I/II'O, KOTOpan He AOJ/I>KHa
O6pa6aTbIBaTbCﬂ Ha KOMIbHOTEPAX I'IO.I'II:BOBaTeerl‘/’I,'

e BbluMcneHuns, Tpebyrowme cneymanbHoro [10O, KoTopoe HelenecoobpasHO WCNOAb30BaTb Ha
KAMEHTCKUX KOMMbIOTEPaxX No coobpaxkeHnsam 6e3onacHoCTH.

Cny>x6a uHterpaumm ¢ cuctemamm obmeHa (DISI)

Cnyxba DISI npegHa3HaveHa ana obMeHa 31eKTPOHHbIMW HOPUANYECKM 3HAYMMbIMU AOKYMEHTaMu C
KOHTpareHTamun mexay cmcremou Directum n cuctemon obmena. Hanpumep, Synerdocs nav inagok.
Onepauymmn No B3anMOAENCTBUIO C CMCTEMON OBMeHa BbIMOAHAOTCA B GOHOBOM pexmMe:

e aBTOpPM3aLMA B cucTeMe 0bMeHa;

® CUMHXPOHM3aLMsA abOHEHTOB;

e CUMHXPOHM3aLMA KOHTaKTOB (KpoMe cuctembl obmeHa CBUC);

e OTMNpaBKa UCXOAALLMX U MPUEM BXOAALLUX AOKYMEHTOB;

e nognucaHve cny>KebHbIx JOKYMEHTOB (yBeAOMAeHNe 06 yTOUHEHWUN, U3BELLEHME O NMOJYyYEHUN U Mp.).
Bce poKyMeHTbl JO/MKHbI ObITb MOANUCAHbI YCUAEHHOW KkBannduumpoBaHHoOW I, B TOM uucne
cny>xebHble AOKyMeHTbI. [ns noAgnmcaHns cny>xebHbIX JOKYMEHTOB 3aKpbITbi katoy Il ycTaHaBAnBaeTCA
Ha cepBep CNy>bbl — MMMOPTUPYETCA B IMYHOE XpaHUAWLLE NOb30BaTeNsA, OT MMEeHN KOToporo paboTaert
cnyxba.

Ans obecneueHnsa 6ezonacHocTn TpebyeTca:

e 3aperucTpmpoBaTb cepTUdMKaT AN aBTOpM3aL MM 1 MOANNCAHMA B cMcTeMe OOMeHa;

e B [JOBEPEHHOCTM, KOTOpas BbiJAeTCA NPW NOAyYeHUM cepTudukaTta, ykasaTb CIMCOK JOKYMEHTOB A/is
nognucanuna. [ns ceptudukata Ha cepBepe cayXbbl B AOBEPEHHOCTM TpebyeTcs nepevmcivTb
CMNCOK CNYXeBHbIX JAOKYMEHTOB: yBeAOMJeHVe 06 YTOUHEHWW, YBEAOMJIEHWE O MOAYyYEHUN W
n3BelLeHne o nonyyveHumn. ns npopaboTkm TekcTa AJOBEPEHHOCTM NPU HEOBXOANMMOCTN 0bpaTUTeCh K
ropucTy.

MNpumMeydaHue

ﬂ,Ol‘IOJ]HI/ITeﬂbHO MO>XHO BbINMNCaTb ABa OTAE/IbHbIX CepTI/Iq)I/IKaTa:

- 414 noanncaHma OCHOBHbIX JOKYMEHTOB Ha MMA PYKOBOAUTENA;

- AN MNOAMWUCaHUA CAY>XEeOHbIX JAOKYMEHTOB (Ha CepBepe) Ha WMs OTBETCTBEHHOrO, 3aKpEernjeHHOro B
opraHusaumu.
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B cnyuae komnpometaumm ceptudukata c cepBepa cayxbbl ceptudukar Tpebyetca OTO3BaTb. 3aTem
3anpoCuTb HOBbIN 3aKpbITbIA KoY 3l B cepBuce obmeHa.

Utobbl n3bexatb KOMIMpOMEeTaLUnn 3aKpbITOTO KJko4a:

1. Cnyx6y DISI pekoMmeHayeTCs YCTaHOBUTb Ha OTAE/bHbIN CepBep.
2. [nsa pabotbl cnyx6bl DISI co3painTe Ha cepBepe OTAENbHbIN NPOPUIIb.

3. JlormH 1 naponb y4YeTHOM 3anucu nepegarvite COTPYAHUKY, OTBETCTBEHHOMY 3a 3aKpPbITbl KAHOY
2. B panbHerweM naposb HEOBXOAMMO CMEHUTD.

Ecan ncnonbsyetca Active Directory, OTBeTCTBEHHbIA COTPYAHUK MOXET MOAK/IOYATLCA K cepBepy
co cnyxbou DISI noa cBOMMU yyeTHbIMU AaHHbIMW. B 3TOM ciyyae OH MMMOPTMPYET 3aKpPbITbIl
katou 3l B AMUHOE XpaHuauLLe.

4. BblganiTe COTPYAHWUKY NpaBa Ha NOAUTUKY «Bxoa B kauecTBe Cy>bbi»:
e 3anyctute ocHactky JlokanbHaA noanTuka 6esonacHocTy;

e B JepeBe KOHcoau BblbepuTe y3en Mapamerpbl 6e3onacHocTu, packpolite JlokanbHble
noanTuKM v BbibeprTe HasHaueHne NpaB nonb3oBaTenei;

e B 0obnactn cBeseHnin BbibepuTe Noantnky Bxoa B kauectBe cnyxbbi;

e B okHe «CBoOlCTBa: BXOA B KayecTtBe CJ'Iy)K6bI>> Ha>XMuUTE Ha KHOMKY AOGaBVITb noJjib3oBartensa
n ,D,O6aBbTe HY>KHOTro noJib30BaTeif;

e Haxmwute Ha KHonky OK.

MexaHn3mbl mexkcuctemHoro B3anmogenctems (DCI)

MexaHn3Mbl MexcuctemHoro B3ammogenctema Directum (Directum Cross-system Interaction Toolset,
DCl) npeaHa3HaueHbl AN opraHM3aLmm CKBO3HbIX BM3HEC-MPOLLECCOB N CUHXPOHW3ALMM AaHHBIX MEXAY
HEeCKOIbKMMU Pa3HOPOAHbIMU BU3HEC-MPUNOXKEHUAMMN.

MexaHnsmbl DCI BkatoyatoT:

KomnoHeHTbl DCI B 6M3HeC-NpUIOXXEHUN, HEOOXOAWMbIE ANs peannsaumm MeXCUCTEMHOro
B3ammogencteumsa. B craHgaptHyto noctaBky DCl BxoanT Habop KOMMOHEHT cuctembl Directum,
BKtOUAOLWMI B cebs ISBL-dyHKLNN, cepBepHble COObITUA U CNPABOYHUKY;

Apantep K 6u3Hec-npuaoXeHU — BebH-npunoxeHwe Ha IS, koTopoe nosyyaer AaHHble OT
CUCTEMbI, y4YacTByHOLEN BO B3ammogenctBun. B craHpapTHyro noctasky DCl BxoauT agantep K
Directum.

CoobLeHre MeXXCUCTEMHbIX MPOLLEeCCOB — eANHNLA MHPOPMALMKM, KOTOPON OBMeHMBaroTCs
CUCTEMBI APYT C APYTOM B pamMKax MeXCUCTEMHOIO MPOLLecca;

CepBuc mapuwpytusaumm DCl — Beb-npunoxeHune Ha IIS, koTopoe pacnpesensetr coobuieHus
MEXCUCTEMHbIX MPOLECCOB MO Moay4yaTensim;

Apantep k TpaHcnopty DCI - Beb6-npunoxeHue Ha IS, koTopoe npeobpasyer coobuieHns
MEXCUCTEMHBIX MPOLLECCOB B TPAHCMOPTHbIE MaKeTbl U NepeaaeT UX TPaHCMNopPTY.

TpaHCNOpPTHLIA NakeT — eAnHULLA MHPOPMaLMKM, KOTopas nepesaetcs yepes TpaHcnopt. O4Ho
cooblLeHVe AN nepesaun B APYryro CMCTEMY MOXET HbiTb Npeobpa3oBaHO B OAMH Uan Honee
TPaHCMOPTHbIX NaKEeTOB;

TpaHcnopt DCI - Beb-npunoxeHne Ha IS, koTopoe ocyliecTBASET MpvemM WU nepegady MakeToB
MeXay agantepamu K TPaHCNopTy CUCTEM-YYaCTHULL, MEXCUCTEMHOTO npouecca.

B MeXCnCTEMHOM B3aMMOAENCTBMM YHACTBYHOT TObKO CUHXPOHU3MpPYeMble cucTeMbl. [1pn 3TOM cucTemsl
cnabo 3aBUCAT Apyr OT Apyra, Tak Kak NepeAaeTca TONbKO Heobxoanmas nHdopmaLms.
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Cny>x6bl B3anmogelicteus cuctem (DICS)

Ectb ABa OCHOBHbIX BapMaHTa CBA3U CUCTEM!

® CUCTEMbl HaXOAATCA BHYTPU OAHOW JIOKaNbHOW ceTu. PekomeHayeTca ux cBA3biBaTb 6Oe3
ncnonb3osaHuna TpaHcrnoptos DC;

®  CUCTEMbl HAaXOAATCSA B Pa3HbIX JIOKaNbHbIX CeTAX. PEKOMeHAyeTcA 1x CBA3bIBaTb Yepe3 NoHbIN Habop
cepsucos DCl.

Takxxe BO3MOXeH KOMOWHMPOBAHHbIA BapuaHT, MpPW KOTOPOM [BEe CUCTEMbl HaxOAATCA B OAHOW
NOKaNbHOW CeTW, a TPETbS — B APYrOW.

[locTyn K nankam JAAs XpaHeHWa nepeAaBaeMblX MakeToB, or-GpanioB OrpaHMYMBaAETCs MpaBaMu
nosb3oBatene Windows, OT MeHM KOTOpbIX paboTatoT Nyabl MPUAOXKEHWNI.

AAMUHNCTPATOP HacTpavBaeT CNUCOK pa3peLleHHbIX CepTUPUKATOB AN MOAKJIHYEHUA K cepBucy
MapLpyTtnsaummn, agantepy kK Directum, tpaHcnopty DCl n agantepy k TpaHcnopty DCI.

Ytobbl 06eCcneunTb AONONHUTENBbHYHO 6€30NacHOCTb, PEKOMEHAYETCS:

e 4514 paboTbl BCex BEO-NPUIOXEHNIN NCMOb30BaTh 3aluLLEeHHbIV npoTokon HTTPS;

e B IS c nomouwbto HacTpouku IP Address Restrictions pa3pelmnTb A40CTyn K BE6-MPUNOXKEHUAM TONbKO
C yKa3aHHbIX |IP-agpecos;

e TpaHcnopt DCl yctaHaBanBaTth B ZeMUInTapm30BaHHbix 30Hax (AM3);

e CepBuUCHI pa60qe17| N TECTOBOW CUCTEM YyCTaHaB/IMBaTb Ha Pa3HbIX CEPBEPaAX.

MNMospobHee CM. B OMMCAHUN TEXHNYECKOTrO pelleHus «MeXxaHU3Mbl MEeXCUCTEMHOrO B3aUMOZAENCTBUS»,
pa3zen «Hactporika 6e3onacHoro obmeHa».

Cny>x6bl B3anmopgeuncteusa cmcrem (DICS)

Cnyx6bbl B3aUMOAENCTBMSA CUCTEM MpeAHa3HayeHbl Al ObMeHa obbekTamu C APYrMMW CUCTEMaMK
Directum.

Ans obMeHa AaHHbIMW C APYTMMU CUCTEMaMW B JIOKAJIbHOW CETW yCTaHaB/MBAOTCS M HacTpauBaroTCA
OAMH WM HECKONbKO areHTOB — OTAE/IbHbIN Ans Kaxaoro obbeamHeHus DICS. OBMeH gaHHbIMU MeXay
areHTaMm CUCTEMbl OCYLLLECTBASETCS MOCPEACTBOM KOHTPOANEPOB. B 06besMHEHUN MOXET ObiTb OAMH
WA HECKONIbKO KOHTPOJIIEPOB, B 3aBUCUMMOCTU OT MOANTUKM aAMUHUCTPUPOBAHWSA, MPUHATON B JaHHOM
o06BbegNHEHUN.

Cnyxby areHta DICS wn cayxby KoOHTposnepa peKoOMeHAyeTca 3anyckaTb OT Y4YeTHOW 3amnucy,
obnagatowiert npasammn agMmuHuctpatopa Windows, HO npu HeOHXOAMMOCTU MOXHO HaCTPOWUTb 3anycK
cnyxb OT y4yeTHbIX 3anucel, He obnajarolimx npaBamu agMuHUcTpaTopa. MoagpobHee cMm. B KHure
«Cny><6bl B3aMMOAENCTBMA CUCTEM», B FNaBe «YNpaB/ieHWe areHTaMu 1 KOHTpOepamMm».

Mo ymonuaHuo ANA CepBepHOM M KauMeHTckon uyactm areHta DICS, a Takxke koHTposnepa DICS
ncnonbsyetca nopt 80.

be3sonacHoctb obMmeHa AaHHbIMK obecneumBaetca TeM, uto DICS MOXeT MCcnoab30BaThCA TONbKO C
opraHv3aumamuy, Kotopble BxoaAaT B obbeauHeHne DICS. Mpu 3Tom cuctembl cnabo 3aBuUCAT Apyr OT
Apyra — nepeaaeTca Tobko Heobxoanmas nHdopmauums.

MepeaaBaTb N NPUHUMATb O6BEKTbI U3 APYrUX CUCTEM MOTYT TOJIbKO NMONb30BATE/NM, B KAPTOUKE KOTOPbIX
yctaHoBseH ¢naxok My6anuHblii nonb3oBaTtenb. BkitoueHre nosb3osaTens B ny6AVYHYO rpynny uim
pob He genaeT ero NyeAnYHbIM.
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BepHo obpabatbiBatoTcs cUTyaLmMK, KOTAa B YAaNE€HHYIO CUCTEMY OTNPaBAAeTCA 3agava OT HenybanyHoro
noab3oBaTens (HanpvMep Npu NPOrpaMMHOM CO34aHnK 3agauv). B aTom cnyyae nHMLMaTOp 3aMeHsAeTcs
cny>kebHbiM nonb3oBaTtenem LocalSystem, uTo6bI MHPOPMaUMA O NOKaNbHOM MONb3OBaTesNe He
pacnpocTpaHuaach B yAaneHHY CUCTEMY.

YT106bI MOBBLICUTL YPOBEHbL HE30MacHOCTV Nepesayn JaHHbIX MeXAy CUCTeMaMy, PeKOMeHAyeTCa:

e ycCTaHaBavBaTb KoHTposnep DICS Ha oTaenbHbI cepBep, PacnoONOXEHHbIM BHE JIOKaJAbHOW CeTu
npeanpuaTus, Tak Kak KoHTposaep DICS BbIBOAUTCA BO BHELLUHIOH CETb;

® UNCMOJIb30BaTb CepTI/I(I)I/IKaTbI LLII/I(I)pOBaHI/Iﬂ anAa 6esonacHoro obmeHa AdHHBIMK  MeXAy
KOHTPOANNEPOM N areHToOM.

Beb-goctyn

Be6-pgocTtyn npesHasHaueH Ana paboTbl ¢ cuctemon Directum uepe3 6pay3epbl KOMMbHOTEPOB U
nnaHweToB. [osb30BaTeNM 3aX0OAAT Ha CanT BEO-A0CTyNa 1 BbINMONHAIT AEUCTBUSA C 0O6bEKTaMU CUCTEMBI
Directum. [loctyn K CalTy MOXET OCYyLLeCTBAATbCA Yepe3 JIOKa/JIbHYH CeTb OpraHu3aumm uam vepes
rnobanbHyto cetb WHTepHeT. [lencTBus nonb3oBaTesen obpabaTtbiBatOTCA CEpPBEPHOM YacTbio Beb-
A0CTyNa, KOTopas AO/KHa HAaXOAMTLCA B JIOKaJIbHOW CETU OpraHm3aLuu.

[Ans paboTbl cepBepHOM YacTu Beb-f0CTyna TpebyeTcs co3aaTh yUeTHbIE 3amnncu:

e nonb3oBatenb Windows, OT WMeHM KOTOoporo OyaeT 3anyckaTbCid MNyn  MPUIOXKEHUN
DirectumWebAccess, a Takxe npoueccebl SBRte n SBLogon. Co3aaeTca B onepaLMOHHON CMCTEME Ha
Beb-cepBepe. He pekomeHAyeTca MCMO/Mb30BaTb YYeTHble 3anncu No ymonyaHuto. lNosb3osaTenb
AOJIKEH BXOAWTb B okanbHyto rpynny «lIS_IUSRS» v B rpynny Windows «[Monb3zosatenn DCOM»;

e perucTpaunoHHasa 3anucb Ha SQL-cepsepe (login) Ans BHYTpPeHHeW CBA3M CEPBEPHOW 4YacTn Beb-
poctyna ¢ bJ, cuctembl Directum. Co3gaetcs B B[] Microsoft SQL Server. MNonb3oBaTenb AOAXKEH
BXOAMUTb B posaun «Public» Ha SQL-cepBepe n «db_owner» B B/, cnctembl Directum.

MNoapobHee 06 yuyeTHbIX 3aMWCAX M MpaBax AOCTyna, HeobXxoAWMbIX AfA pPaboTbl, CM. B AOKYMeEHTe
«/IHCTPYKLMA NO YCTaHOBKE», BXOAUT B KOMMAEKT JOKYMEHTaLUMN.
Mocne yctaHOBKM cepBepa Be6-40CTyna paspeLlunte CoeanHeHne no nopTam:
e npotokon TCP/IP:
e anqa ceA3m ¢ SQL cepsepom — no ymoaudaHuto nopt 1433;
e /1A CBA3M C CEPBEPOM C YCTAaHOBNEHHOW CNy>KO0M ceaHCoB — No ymMonyaHuto nopt 32300;
e ans paboTbl cepBepa Beb-gocTyna no npotokony HTTPS — nopt 443;
e ana pabotbl cepBepa Beb-goctyna no npotokony HTTP — nopt 80;

e npotokon UDP/IP: ana paspewweHunsa nmeH NetBIOS — no ymonuanuto noptbl 137-139.

MpumeuyaHwe

YKkaszaH MWHUManbHbIA HAabop MOPTOB W MPOTOKOAOB CBA3W. [pW MCNONb30BaHWM B MPOAYKTUBHOW cpeae
BO3MOXHO pacluMpeHune paspelatowmx npaswa. K npumepy, ana pabotbl ciyxb ¢annosbix XpaHWUAWLL
MOHaA0BUTCA AONOAHUTENBHO OTKPbITL NOPThl 445 1 32320 no npoTtokony TCP.

Ans pabotbl AreHTa Be6-40CTyNa Ha KJIMEHTCKUX KOMMbIOTEPAX JOMKHbI OblTb OTKPbITbI:
e /17 B3aMMOJENCTBMA C CepBepOM Beb-gocTyna:

e nopt 443 ans paboTbl Nno npotokony HTTPS;

e nopt 80 ana pabotel no npotokony HTTP;
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Beb6-goctyn

e /N5 B3aMMOZENCTBMA C bpay3epom:

e nopt 9654 ansa pabotbl no npotokony HTTPS;

e nopt 9554 ana pabotel no npotokony HTTP.
Echm AreHT Beb6-poCTyna MCNosnb3yetcsi B TEPMUHANbHOM JAOCTyNe, OH MOXET 3aHMMaTb MOpTbl B
nHtepsane ot 10000 po 49151. Kaxabli OTAENBHO 3anyLeHHbI AreHT 3aH1MMaeT CBOW MOPT, HauMHasA ¢

10000. Cnyxba areHTa Beb-poOCTyna Ans TEePMUHANLHOIO CepBepa MCMOAb3yeT CTaHZapTHble MOPThI
AreHTa Beb-goctyna: 443 ana npotokona HTTPS n 80 ansa npotokona HTTP.

MMpumeyaHne
He noapepxwuBaetca paborta AreHTa Beb-gocTyna udepes npokcu-cepsep. Bmecto 3toro ana 6e3onacHoro
COeAVHEHMA MOXHO NCNonb3oBaTb TexHonorno VPN.

be3sonacHas 1 6ecnepeboriHas paboTa Be6-a0cTyna obecneymBaeTcs:

e LndpoBaHvem nHbopmaLM, NepesaBaeMon No KaHanam CBs3K, Ha ocHoBe npotokosa HTTPS — 310
NO3BO/IAET 3aLUNTUTb COEAMHEHNE CepBEPHOM YacTn Beb-gocTyna ¢ cuctemon Directum;

e HACTPOVKOW AEMWINTAPU30BAHHOW 30HLI AN AOMOJHUTENIbHOW  3awmTbl Beb-cepBepa B
opraHu3auuy;

e Hactpovikor VPN ana NogKNHOUYEHMSA K CETU OpraHm3aLuu;

e HacTporkol napameTpoB 6e3onacHoctn ans npunoxeHnn Microsoft Office, oTkpbiBaembix B
npegnpocMoTpe. MNogpobHee cM. B pyKOBOACTBE aAMUHUCTpaTopa Be6-A0CTyna, pasgen «Hactporika
npuaoxerHu Microsoft Office»;

e wndpoBaHMEM MapaMeTpPoOB MOAKAOYEHUs K 6a3e fJaHHbIX B KOHOUrypauuoHHoMm darine Beb-
AocTyna.

B3anmopaencresme ¢ KOMNOHEHTAMM CUCTEMDbI

Beb-poctyn obpaiyaerca k gaHHbIM cuctembl Directum yepes .NET-c6opky SBRSE.

SBRSE B3anmogencTByeT € ApYrMMn KOMMOHEHTaMU CUCTEMBI:

® CO3JaeT Ceccuio NoJsib3oBaTesia Ha cepBepe CeaHcos;

e ucnonb3yet SBLogon.exe ana ayTeHTMdUKaL MM NONb30BaTENEN C NePeKOAMPOBaHHbBIM Mapoiem;

e 3anpawuBaeT 06beKkTbl CMCTEMbI B Ha3e JaHHbIX;

e oObpallaeTca K cepBepy CeaHCOB ANA MPOBEPKN JAULEH3UA N YCTAaHOBKN GAOKMPOBOK Ha OOBEKTbI

CNCTEMBbI.

Bce 3anpocbl k 6a3e paHHbix SBRSE BbIMOAHAET NoOA OAHOW YYETHOW 3anmMCbi0 — CUCTEMHBIM
nonb3osatenem SBRSE. 310 nossonser makcumanbHO 3P@EKTMBHO MCMO/Ib30BaTh My COEAMHEHUN C
62301 AaHHbIX.

|_|pl/l Ka>XXA0M 3anpoce gaHHbIX NPONCXOAUT NMPOBEpPKa rnpae nosib3oBaTens. J10 obecneuvBaet KOHTPO/b
A4O0CTyna K obbekTaM CUCTEMBbI.

OrpaHunuerns B APl Be6-AocCTyna MCKAKOYAKT NMPsSMON A0CTyn K 6a3e JaHHbIX. DTO 3aliMiaeT ee OT
BbIMONHEHMA 3anpocoB 6e3 aBTOpM3auuMuM AENCTBUIA, a TakXke 3anpocoB B 06x04 OM3HEC-N0rmku
npoaykTa.
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AyteHTndukauma 3anpocoB AreHTa Beb-goctyna

AreHT Be6-A0CTyna — 3TO NPUIOXKEHMNE, KOTOPOE NO3BOASET PeAaKTUPOBaTb AOKYMEHTbl, MOANUCLIBATL U
WndpoBaTb JOKYMEHTbI, 3a/,a4M 1 3aZaHus.

Ana ayTeHTUdMKALMKM M aBTOpM3aLMM 3anpocoB AreHTa K cepBepy Be6-A0CTymna MCMoNb3yoTCA TOKEHbI
onepaumnin. Cepep Beb6-40CTyna CpaBHMBAET aApec BXOAALEro 3amnpoca W aApec, NPWBA3aHHbIA K
TOKEHY.

Eciv  nonb3oBaTento Hy>XXHO BbIMNOJHUTL AENCTBME C MOMOLWbH AreHTa, TO KIAWEHTCKUIA  Kog,
BbINONHAEMbIN B Bpay3epe, 3anpaluvBaeT y cepBepa Be6-40CTyna TokeH onepaumu. MNocne 31oro:
1. CepBep Beb-p0CTyNna reHepupyeT TOKEH.

2. CepBep Beb-pocTyna npuBA3bIBaeT TOKEH K onpeaeneHHOMYy nosb3oBatento no IP-aapecy
K/IMEHTa, a TakxXe K onepawuu, KOTOPYHo Noab3oBaTeNb COONPAETCa BbIMOAHUTb.

3. AreHT noay4yaeT TOKEH BMeCTe C 3anpoComM, KOTOprl\/’I OH A0J1>XKeH BbINMOJIHNTb.

4. AreHT npukpennseT NofayyeHHbI TOKEH K 3ampocy Ha cepBep Beb-AocCTyna BMecTe C ApYrvMu
napameTpamu.

5. CepBep Be6-,£|,OCTyI'Ia onpeaendet, eCtb A B 3anpoce TOKeH onepaunn. Econ B 3anpoce ectb
TOKEH N OH KOpPPEeKTeH, TO aBTOpM3aLmMAa 3anpoca NpoxognT ycnewHo n AelzCTBMe noJib30BaTend
BbIMOJIHAETCA.

TokeH nmeeT cpok Xm3HWU. Korga cpok ncrekaeT, TOKEH He NCMo/b3yeTcs.

Ytobbl MCKNOUMTDL MepexBaT TOKEHa, B3aMMOAENCTBME MexAay 6pay3epom u AreHToM BebH-gocTyna
npoucxoamnT no npotokony HTTPS.

Hactpoiika 3awuiieHHoro coeamHeHus

Ana obecneyeHns 6esonacHou nepesayn MHGOPMaLIMM MO KaHanaM CBA3M, PEKOMEHAYETCA HacTPOUTb
3awmuleHHoe coeauvHeHve no npotokony HTTPS. B pe3ynbtate vHdPopmauusa, nepegaBaemas Mo
KaHanam cBA3n, byseT wwudposaTbca. [MogpobHee O HacTpoWke 3alUMULLEHHOTO COEAVMHEHUA CM. B
AOKYMeHTe «VIHCTPYKLUMA NO YyCTaHOBKE», BXOAUT B KOMMAEKT AOKYMEHTaL K.

Mpn Bxoge Ha canT Beb-AOCTyna Mo/ab3oBaTeNb MEPEXOAUT MO CCblIKe YCTaHOBUTb cepTUdUKart
YAOCTOBEPAIOLEro LLeHTPa 1 yCTaHaBAMBaeT CKavaHHbI cepTudumkart. Mpu nonbiTke NOAKAOUEHNS MO
HTTPS ¢ wncnonb3oBaHWeM HeBanMAHOro ceptuduKata MNOJb30BaTe/b YBEAOMAAETCA O BO3MOXHbIX
yrpo3sax 6e3onacHocTi, Npu 3TOM AanbHelwwan paboTa ¢ Be6-40CTyNOM HEBO3MOXKHa.

PekomeHayeTca, uTo6bl cepTndUKaT yA0CTOBEPAIOLLENO LIeHTPa OTBeYan ciedyowunm TpeboBaHmnaMm:

e JUINHa 3aKpbITOro katoya — 2048 6uT;

e anroput™ xewmpoBaHua — SHA256;

e KpunTorpadmueckmit npotokon — TLS 1.1 mam TLS 1.2.

MNpumMeuaHwe
HekoTopble ycTapeBLune Bepcmm bpay3epoB MOTYT He NOAAEPKMBaTb NPoTokoabl TLS 1.1 n TLS 1.2.

VPN ana noakntoueHma K ceTn opraHusaumm

B HEKOTOPbIX Cy4danX ny6n|/||<au,|/|ﬂ OTAE/IbHbIX Be6—np|/mo>|<eH|/||Z 4Nna  opraHusauunm He ABAAETCA
BO3MO>KHOI\/’I, HarnpmumMmep B CBA3UN C HeO6XO,£I,I/IMOCTbI-O nonyyvyeHma MHAMBUAYaabHOro AOMEHHOIO MMEHU
Ana cepBunca niaun C Tpe6OBaHI/IFIMI/I Cfly)K6bI 6e3onacHocTn npeanpuaTmnA.
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Beb6-goctyn

B Takon cutyaumm ana ncnonb3oBaHUs Beb-A0CTyMa MOXHO obecneunTb MOAK/IOUEHME K BHYTPEHHEN
ceTn opraHm3aumm ¢ nomolbto TexHonormm VPN. [Ans 3toro Hactponte un Bkaoumte VPN nepeg
NoAKIOYEeHNeM K canTty Beb-gocTyna.

PekoMeHayeTca ncnosb3oBaTh TObKO 3awniléHHble VPN, Takne kak IPSec, OpenVPN, PPTP.

OpraHunzosaTb nogkatouveHme K VPN MOXHO kak HaTuBHbIMK cpeactBamu OC, Tak M C MICNONb30BaHNEM
CTOPOHHUX pPeLLEHNNA.

Ncnonb3oBaHne DMZ n 6paHamay3poB aad 3awmtbl Be6-
cepBepa

UYtobbl 3aWwmnTMTL BeO-cepBep OT aTak W3 BHELWHWX ceTer, B OpraHuM3auum MOXHO HacTPOUTb
AeMUANTapU30BaHHYO 30HY (aHra. Demilitarized Zone, DMZ) — koHbuWrypaunto cetn, HanpaBieHHYHO Ha
ycuneHve 6e30MacHOCTM CeTW opraHu3aumn. B pamkax 3ToW KoHdWrypauuu cepsepa, OTKpbITble ANA
obliero JocTyna, HaxoAaTCA B OTAENbHOM W30JMPOBAHHOM cermeHTe ceTu. [laHHas KoHuenumsa
obecneumBaeT OTCYTCTBME KOHTAKTOB MeXJAy OTKPbITbIMU A1A ObLero focTyna cepBepamMv v Apyrumu
cerMeHTamu ceTu B Clyyae B3NOMa cepBepa.

MpumeuaHue
[laHHble pekoMeHAaLMM TakxkKe MOXHO MCMoAb30BaTh Aaa obecneueHuns HesonacHocTn cepeepa NOMAD wu
CEPBEPOB C APYTMMUN BED-NPUNOXKEHUAMMN.

[N 3TOro NoHaZobUTCA HaCTPOUTL CepBepa:

e cepBep ARR - ¢usmueckmi mam BUPTyanbHbIA CepBep, NpefHa3HauYeHHbIn Ans 6anaHCMpPOBKM
Harpy3ku Beb-pepmbl IS 1 peannzoBaHHbIV ¢ NomoLbto npoaykTta Microsoft Application Request
Routing (ARR);

e cepBep Beb-gocTyna — GU3NYUECKMI AN BUPTYasbHbIA CepBep, Ha KOTOPOM pa3BepPHYT cepBep Beb-
poctyna k cucteme Directum.

—
fell  CeTeBOIA CeTeBoi

MHTepdeinc o o nHTepdeinc
CeTb 2 Firewall CeTb 2

HTTPS HTTPS
MNopr 443 Mopr 443

BHyTpeHHss ceTb

CeteBoi
nHTEpdEiC
Cetb 1

HTTPS
Mopr 443

Internet :
ARR Be6-cepeep DIRECTUM

Cepsep ARR uncnonb3yet gBa ceTeBbix MHTepdeinca. NprmMep HacTPONKK ceTeBbIX MHTEPdENCOB cepBepa
ARR v cepBepa Beb-gocTyna:

e ceteBol UHTepdernc ARR cetn 1 -210.220.230.240/255.255.255.0;
e ceteBou UHTepderic ARR cetn 2 — 192.168.1.1/255.255.255.0;
e ceTeBOM MHTepdelic cepBepa Beb-gocTyna cetn 2 — 192.168.1.2/255.255.255.0.

Hacrpoiika cepsepa ARR

Ha cepBepe ARR pa3BepHyTa Beb-pepma, B KOoTOopyto AobaBneH cepsep Beb-goctyna. bnarogaps Beb-
depme cepep ARR ncnonb3yertcs Kak NPoKcn ana Beb6-3anpocoB n3 VIHTepHeTa, aApecoBaHHbIX cepBepy
Beb-gocTyna k cncteme Directum.
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[NMpumeyaHne
MoppobHee o co3gaHuMM M Hactpoike Beb-dpepmbl IS ¢ nomowbto Application Request Routing cm. B
fokymeHTe «Directum. VIHCTPYKLMA MO yYCTaHOBKE», BXOAWUT B KOMTMIEKT AOKYMEHTaL MW,

YT0bbl MWHMMW3MPOBATb BO3MOXHble crnocobel gocTyna Kk cepeepy ARR, HacTtpowute npaswuna
6paHgmayspa ARR ans BXOAAWMX M UCXOAAWMX CoeauHeHNA. [ns ceTeBbIX MHTepdencos ceten 1 un 2
paspeLunTe BXOAALLNE U NCXOAALLME COEAMHEHNA TONIbKO Yepes nopT 443.

Hacrpoiika cepBepa Be6-goctyna

Ansa pononHuTenbHOM 6€30MacHOCTV PeKOMEHAYETC OrPaHUUYUTb KOJMYECTBO MOTEHLMANbHBIX TOYek
A0CTyna K cepBepy Be6-A0CTyna u3 BHYTPEHHEW CeTU U pa3peLlnTb CeTeBble COeANHEHNs cepBepa Beb-
A0CTyna TONbKO C cepBepoM banaHCMpOBKWU Harpysku Beb-dpepmbl, CYB/, 1 cepepaMun NPUAOXKEHUN.
Ana 3TOro HacTpouTe npaBwuna bpaHAmayspa cepBepa Beb-AOCTyMa A8 BXOAALMX W UCXOAALLMX
COEAMHEHUN N pa3peLLnTe coeanHeHnsa no HeobxoammbiM noptaM. CNMCOK NOPTOB CM. B pa3gene «Beb-

AOCTYM».

PepepaTMBHbIN NONCK

(Deﬂ'epaTI/lBHbll‘/’l NnOMCK npegHasHayeH A1 NOMCKa AOKYMEHTOB W 3afad Mo 3ajaHHbIM KpUTEPUAM
OAHOBPEMEHHO B HECKOJIbKMX CUCTeEMaX Directum, B TOM uncne TeppuUTopmnabHO pacrnpeieneHHbIX.
I'Io,u,,u,ep>|<|/|BaeTC$| nounck B cuctemax Directum TeKyu.|,e|7| BepCcnn n B CMCteMax Bepcun 5.0 n BbiLwe.

desepaTUBHbIV NONCK COCTOUT U3 TPEX KOMIMOHEHT:

e calnT desepaTMBHOIO MOUCKA — CalT A4S NMOWCKa AOKYMEHTOB U 3aZay MO HECKOJIbKUM 3K3eMMaspam
cuctembl Directum. Wcnonb3yetcs ans Bbibopa CUCTEM AN MOWUCKA, 3afaHWUs KpPUTEpUEB W
OoTObpaXxkeHns pe3ybTaTos;

e cepBUC desepaTMBHOrO MOMCKA — CEPBUC, ABASIOLMACA 4YacTbto caiTa desepaTMBHOrO MoOMCKa.
OTnpaBasieT NOMCKOBbIEe 3aNpPOChl MOAb30BATENA CEPBMCAM MOMCKA U COBUPaET pe3yabTaTbl MOMCKa B
eINHbIN CNUCOK;

e CepBUC MOWCKA AaHHbIX — CEPBUC, ABAAIOLMICA YacTblo BEG-A0CTyMNa. BbinosHAET NOMCK 06bEeKTOB B
KOHKpeTHol cucteme Directum no 3anpocy cepsuca dpesepaTmBHOro nomcka.

Ytobbl paboTath C calTOM peaepaTMBHOrO MOUCKA, HY>XHO Ha KOMMbIOTEpe Mo/b30oBaTens B 6paysepe
pa3peLlnTb BbINMOJHEHNE aKTUBHbIX CLLEHApPWEB.
Ytobbl 0becneunBatb HesonacHOCTb desepaTMBHOrO NOMCKa, HEOHBXOAMMO 3aLMTUTL ABa KaHasla CBA3W:

e OT Nonb3oBaTens Ao canta pegepaTMBHOro novcka. KaHan 3alumiiaeTca HaCTPOMKOW COefMHEHNS MO
npotokony HTTPS;

e OT caliTa deaepaTVBHOrO noucka v cepsuca GpesepaTMBHOrO NMomcka A0 CepBMCa MOUCKA AaHHbIX.
KaHan 3awmiiaetca HacTporikamu 6e30macHOCT CepBUCOB nowncka. [ogpobHee cM. B JOKyMeHTaLnm
Ha TexHun4eckoe pelueHne «PegepaTMBHbIA MOUCK», pa3gen «HacTponka JOCTyna K CanTy u cepemucam
novcka».

Ll,anee paccMOTPMM acrnekTbl 6e3onacHocTn npu NCrnoab30BaHWK Pa3HbIX TUMOB ayTeHTI/Iq)I/IKaLI,I/II/II

e ckBo3Haa Windows-ayteHTndukaums

e ayTeHTUOUKAaLKMS Yepe3 dopMy

e deaepaTtvBHasg ayTeHTUPUKALMS
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MobunbHble NpUAOXKeHUS

CkBo3Haa Windows-ayteHTudurkaums

CkBo3Has Windows-ayTeHTudunKaLma NO3BOASET NOAb30BATENO HE BBOAUTbL CBOW YUYETHbIE AaHHbIe Mpu
BXOZe Ha cauT pegepaTtMBHOro nomcka. Bxoa Ha cant npomcxoanT aBToMaTMYeCckn Noj y4eTHOM 3anmcbio
Tekyliero nonb3osatens Windows.

OcobeHHOCTH:

® PEKBU3UTbI AN MOAKAHOUEHMA HE NepesaroTCs No ceTw;

e canTtbl desepaTMBHOrO Nomcka n Beb-40cTyna A0AXHbl paboTaTb B O4HOM AOMeHe b0 B AOMEHAX C
HaCTPOEHHbIM AOBEPUEM.

AyTteHTuduKauma yepes dopmy
K ayteHTndpukaumm yepes popmy otHocat Windows-ayTeHTMdMKaLMIO 1 ayTEHTUPUKALMIO MO NapoIHo.

OcobeHHOoCTU:

e pPEeKBU3UTbI AN MOAKNHOUEHUA nepeparoTca ¢ dopMbl Bpay3epa Ha cauT desepaTMBHOrO NMowucka B
OTKpbITOM BuAe. Heobxoanmma 3awmta coeamHeHWs OT pabouero Mecrta Mosb3oBaTens 4O CaulTa
besepaTMBHOrO NOUCKa;

e CcalThl q)eAepaTl/IBHOFO nouncka w” Be6-AOCTyI'Ia MOTyT HaxoAuUTbCA B pPa3HbIX JAOMeEHax 6e3
HaCTPOEeHHOro 4oBepuA.

dPepepatnBHaa ayteHTMdUKaLUA

Ecnv ncnonb3yetca ayteHTMdMKauma ¢ NoMoLblo BHewHero npoBangepa Active Directory Federation
Services (AD FS), To npu nepexoge Ha cant dbesepaTVBHOrO NMoucka OTKPbIBAaeTCA caluT MpoBavjepa.
Monb3oBaTesib 3anonHaeT GopMy Ha caTe ayTeHTUPUKaALMKN 1N NosydaeT AOCTYN K cauTy desepaTMBHOroO
nowcka.

AZMWHWCTPATOp HacTpavBaeT TuWM ayTeHTUdukaumm Ha cante AD FS: Windows-ayteHTudukaums,
ayTeHTMdMKaLMA MO Napoto.

Bce cavtbl Beb-poCTyna, KOTOpble MNOAKAOYEHbl K deAepaTMBHOMY MOUCKY C WCMNOJb30BaHMEM
besepaTMBHON ayTeHTUGMKaLUK, AOMXKHbI paboTaTb No npotokony HTTPS.

Mob6unbHble NpPUAOKEHUA

ApxuTekTypa MObWAbHBbIX npuaoxeHnin Directum npeacTaBnseT cobor  KnacCUUYECKyr)  KJIMEHT-
CepBepHyt0 apxmTekTypy. KaveHTckoe npuioXxeHne HacTPOeHO Ha ornpejeneHHbln agpec Beb-cepsBuca
NOMAD. B3anmogelictBre nponcxogmt no npotokony HTTP nan HTTPS:

| HTTP/

KnueHTckoe Cucrema
npuioxeHue 1—|1TIP—S—— Sl S o —— — —— DIRECTUM

Ana pabotel ¢ cepepom NOMAD TpebyeTca co3gaTb yUeTHble 3anmcu:
e nosb3oBaTenb Windows, OT MeHM KOTOPOro 3amnycKaroTca:
® My/A NpUOXeHUI ans Beb-cepBUCa;

e npoueccbl Directum SBRte n SBLogon — ¢ Bepcum Directum 5.6.1 v BbiLue;
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Co3paetca B oOnepauyoHHOM cucteme Ha Beb-cepBepe. [lpaBa nosib30BaTeNs HacTpanBaroTCA
aBTOMaTMyecku Mpu YyCTaHOBKe cepBepa, MNpyM HeobXOAMMOCTM HAaCTPOWTEe WX BPYYHYHO.
MNMonb3oBaTens Heobxoanmo BkAOUMTL B rpynny «lIS_IUSRS»;

e perucTpaumnoHHas 3anncb Ha SQL-cepsepe (Login) ana BHyTpeHHen cBa3m cepeepa NOMAD c 6a3on
JaHHbIX cucTeMbl Directum. Co3gaetca B 6a3e aaHHbIx Microsoft SQL Server;

e rnonb3oBatenb AafA 3anycka npoueccos Directum SBRte n SBLogon. Co3gaeTtca B onepauyoHHOM
cucTeme Ha cepsepe. Vicnonb3yeTca Toabko nNpu paboTe ¢ BepcaMu cuctemMbl Directum 5.6 1 Hxke.

I'Io,u,po6Hee 06 YYETHbIX 3anncax W rnpasax AOCTyNa, HeO6XOAI/IMbIX ana pa6OTbI, CM. B JAOKyMeHTe
<<|/|HCprKLI|I/IFI Nno YCTaHOBKE», BXOAUT B KOMMNAEKT JOKYMEHTaLUW.

B3anmogencteune cepeepa NOMAD ¢ MOBWABHBIMWU YCTPONCTBAMUN PEKOMEHAYETCA OPraHM30BbIBaThL MO
npotokony HTTPS ¢ ucnonb3oBaHvem nopta TCP 443. MoapobHee O HacTpoike MNpoTOKOaAa CM. B
pa3gene «be3onacHOCTb Nepesayun AaHHbIX».

Mpuy NcNonb30BaHNM MOBUABHBIX NPUAOXKEHNN TpebyeTca obecneunts 6e30MacHOCTb:
e CepBepa-NocpesHMKa MeXAy BHYTPEHHEN CETbIO NPeAnpUsaTUs U ceTbto VIHTEpHET;
e KaHana cA3y;

e YCTPOWCTBA NOJ/Ib30BATENS;

e 3/IEKTPOHHOM NOAMNUCY;

AAaHHbIX NPUNOXEHNA.

O nonntnke KOHOMAEHUMANBHOCTN YnTalTe Ha calTe Directum.

be3zonacHocTb ceTu npeanpuATUA

OgHuM 13 BapmaHTOB oObecneyeHms 6e30MacHOCTM CeTU MpPeAnpuUATUA  ABAAETCA  HacTpouka
AeMUANTapU30BaHHOW 30Hbl. lNoapobHee cm. pasgen «/Icnosnbsosanve DMZ v 6paHamvayspoB And
3awmTbl Beb-cepBepa» u cTaTbio «besonacHOCTb: HacTpovika AeMnaMTapnsoBaHHOM 30HbI» Ha Directum
Club.

be3onacHOCTb Nnepegayuun gaHHbIX

MO>XHO BblAeNNTb CaeaytoLLme BUAbl NepesaBaeMblX AaHHbIX:
e ayTeHTUbMKaLmA:
e JIOTVH M Naposb npu ayTeHTUdMKaumm no napoato (SOAP);
e SSL Client Certificate authentication npu ayteHTUduKaumm no ceptudurkartam;
e OUVHapHble AaHHbIE:
e Tena JOKYMEHTOB;
e ¢oTorpadum COTPYAHNKOB;
e MeTanHpopmauyms (SOAP). Hanpumep, KapToukM AOKYMEHTOB, CMPaBOYHMKOB, 3ajaHWI, nepenncka

no 3afaHusAM.

MpunoXxeHns MoryT B3auMoAencTBoBaTb € cepBMcoM No npotokony HTTP — oTkpbiToMy Hebe3onacHOMy
KaHany cBa3u. Vicnonb3oBaTb €ro pekoMeHAyeTCs TONbKO B YCN0BMAX PaboTbl C TECTOBOW CpeAon uam
AEMOCTEHAOM.

Mpn nNonbITKe NOAKAHOYEHUS MO OTKPbITbIM KaHanam npuaoxeHuns Directum Jazz v Directum Solo ans
Android coobLuaT 0 BO3MOXHOM yrpo3e 6e3onacHoCTy.
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MobunbHble NpUAOXKeHUS

[Ans 6e3onacHOM nepegayun AaHHbIX NPUMEHAOTCA:
e VPN pnsa nogknroveHns K ceTm opraHusaumu;

e HTTPS ana wndposaHuna Tpaduka.

VPN

MobunbHOe YCTPOUCTBO MOXHO noaknoumTb K VPN Kak HaTMBHbIMK CpeacTBamMn OMnepaLyuoHHOM
CUCTEeMbI, TaK MU C MomoLbto cTopoHHMX pewennin: OpenVPN Connect, ViPNet Client VPN, Checkpoint
Capsule.

Ana wndposaHma kaHana FOCT-anroputMamm pekomeHayetca ncrnonb3osatb ViPNet Client VPN.

HTTPS

Hanbonee pacnpocTpaHeHHbIM CNoCObOM 3aluTbl MepefaBaeMblX JaHHbIX B BeEO-MPUIOXKEHUNAX
aasetrcs HTTPS. OH BkatouvaeT B cebs HECKONbKO KpuMTorpaduyeckmx NMpPOTOKOIOB TPaHCMOPTHOrO
YPOBHS.

MobunbHble npunoxeHuns Directum mcnonb3yroT npoTtokonbl TLS 1.1 n TLS 1.2. MpoTokon n Bepcms, €
KOTOPOW KNNEHT ByAeT B3aMMOAENCTBOBaTb C CEPBEPOM, 3aBMCUT OT HacTpoek IS Ha cepBepe.

Mpwu nonbitke noakntoveHns no HTTPS ¢ ucnosnb3oBaHmem HeBanugHoro ceptudukata mMobuibHoe
npuaoXxeHne coobLiaeT Monb3oBaTeNtd O BO3MOXHOW yrpose 6e3onacHoctn. [JanbHenwas pabota ¢
CEPBMCOM HEBO3MOXHa.

Echn ceptmdukat BbijaH BHELHUM JOBEpeHHbIM LeHTpoM ceptudukaumm (LC), To aononHutenbHas
HacTpolika He TpebyeTcs.

Echnm ceptnémkat BbligaH BHyTpeHHuM LIC, To Heobxoammo Hactpoutb gosepue k LIC. [ns 3Toro
yCTaHOBUTe cepTndMKaT yA0CTOBEPAIOLLIErO LIeHTPa B COOTBETCTBYOLLEE XPaHWUANLLE YCTPONCTBA.

MNpumeyaHne
Ceptudukar SHA-1 cuutaetca HebesonacHbiM. C Bepcum i0S 10.3 ans pabotbl € HWUM TpebyeTcs
AOMNONHUTENbHAA HAaCcTpOViKa.

PekomeHaauunn k ceptndumkaty cM. B pasgene «Hacrporika 3aliyLLeHHOro COeANHEHNA».

be3sonacHocTb ycTpoucTea

be3onacHocTb yCTpOVICTBa C YCTaHOBAE€HHbIM MOBUIbHbIM NPUIOXKEHNEM obecneunBaeTcs:

e 3awuToi oT nepebopa naponenn. Mocne nNATM HeyAauHbIX MOMbITOK BxoAa IP-agpec, ¢ kotoporo
NPOW3BOANTCA NOoAKAOUEHNe, baokmpyeTcs Ha 30 MUHYT;

® OrPaHMYEHHbIM BpPEMEHEM >XM3HW CeccMn MNosb3oBaTeNs MNPV OTCYTCTBMM €ro akTMBHOCTW. [ns
nojAep>XaHNa Ceccun Monb30oBaTeNs WCMOAb3yeTca WAeHTUMKATOP Cceccun, nepefaBaemMbii B
Cookie. Mo yMOnYaHUIO NPOAONXKMUTENBHOCTb XXM3HWM CECCUW COCTaBAAEeT OAWH 4Yac C MOMEHTa
nocnefHen akTMBHOCTU nosib3oBaTens. [1pOAOMKUTENBHOCTb >KU3HM CeCCUM  HacTpavBaeTcs
aAAMVHNCTPaTOPOM;

e LEHTPa/IN30BaHHbIM YrMpaBJeHWEM MOOUAbHLIMK YCTPOMCTBaMU C nomolwbo MDM-pelleHnii.
Hanpumep, ¢ nomowpbto peweHua SafePhone agMuMHMUCTpaTOp MOXET YAaNEHHO YCTaHOBMWTH
[OBEPEHHOE NPUNOXKEHNE AN 3aMPETUTb ero NCMOAb30BaHNE;
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® MOATBEPXAEHWEM MOAKNHOYEHUA MOBMABHOrO YCTpoWcTBa noab3oBatens Kk cepsepy NOMAD.
BbinonHsaeTca npun Bxofe noab3oBatena B MPUIOXKEHWe. B 3aBUCMMOCTN OT HacTpoek MogkatoveHne
NOATBEPXAAeT aAMWHUCTPATOP WAM MOAb30OBaTeNb. 3anpoc MOATBEPXKAEHUSA NPUXOAUT  Ha
3IEKTPOHHYIO nouTy. be3 noaTBep>XaeHA NOAKAOYEHMA AaHHble He ByayT nepesaBaTbCa C cepBepa
NOMAD Ha yCTpoWucTBO;

e yJaneHWeM AaHHbIX NpUaoXeHul Jazz n Solo ¢ MOBUABHOrO yCTpoiicTBa Noab3oBaTenemM. Hanpumep,
B C/lyYae yTepu YCTPOMCTBaA.

Ana npunoxenun Jazz ¢ Bepcun 1.7.1 n Solo ¢ Bepcun 2.1 fOCTYNMHO AMCTaHUMOHHOE yaaneHue
AaHHBIX C MOBUABHOIO YCTPOWMCTBA aAMWHUCTPATOPOM. TakXKe aAMWHUCTPATOP MOXEeT 3anpeTuTb
paboTy yCTpONCTBaM, Ha KOTOPbIX YCTaHOBAEHbI Honee paHHWE BEPCUMU MPUIOXKEHUI.

[lanee B pasgene npuBeseHbl pekoMeHAaLmMm no obecneyeHnto 6€30MacHOCTM yCTPOUCTB Ha Ha3e I0S n
Android.

Ycrpouncrtea Ha Android

Mpwn aBTOpM3aLUM NPUNOXEHWE NepedaeT PekBU3UTbl ANA MOAKAHOUYEHMA MOAb30BaTeNs B OTKPbITOM
Buae. na 6e3onacHom nepesaun AaHHbIX pekoMeHayeTcs ncnonbsosatb HTTPS-coeamHeHwme. Mpu 3tom
HeobXoANMO NCNOb30BaTb CepTUPMKAT, BblAaHHbIN AJOBEPEHHBIM LEHTPOM CcepTUdUKaL K.
OcobeHHOCTU XpaHEeHNs AaHHbIX NPUAOXEHUSA:

e JIOTVH W Napo/b MONb30BaTENs XPAHATCA B CUCTEMHbIX akKayHTax yCTPOWCTBA, Mapo/ib XPaHWUTCA B
3awmndpoBaHHOM BUAE;

e npu ayTteHTUdMKaLUW MO CcepTUPUKATy NOTUH M Mapo/ib HE WCMONb3YHTCA M He XPaHATCA Ha
YCTPOUCTBE;

® 3arpy>XeHHble AJOKYMEHTbl XPaHATCA B CUCTEMHOWN nanke NnpuUaoXKeHNA B HeBaLLII/Iq)pOBaHHOM Bunae.
PeKOMeHAyeTCﬂ orpaHmnymBaTb 4OCTyN K yCTpOI7ICTBy,'

e JlaHHble MOAb30BaTENA XPAHATCA B cMCTeMHOM 6a3e gaHHbIx SQLite 6e3 wundpoBaHus;

° SaKprTbII7I KN4 ana noagnncaHna JOKYMEHTOB XPaHUTCA B KeyChain — CNCTEMHOM XpaHwunauuie
YYETHbIX AaHHbIX;

e noajepxmBaetca paboTta ¢ wudpoaHHon dpannoson cuctemon Full Disk Encryption.

MMpumeyaHne
He pekomeHayeTcs Mcnosib3oBaTb YCTPOWCTBA C root-AOCTYMOM, TakK Kak 3TO CHMXaeT 6e30macHOCTb
MCNoJib30BaHMA NMPUTOXEHUA.

YcrpouncTa Ha iOS

MpunoxeHne paboTaeT B M30AMPOBaHHOW 061aCcTV NamAaTK yCTponcTBa. [pyrne NpuaoXeHa He UMeroT
K Hel pocTtyn. be3onacHOCTb faHHbIX MNOAb30BaTens obecrneumBaeTcs CpPeACTBaMU OMepaLuoHHOM
CUCTEMBI.

JlorvH 1 nNaponb ANs NOAKNHOUYEHUS XPaHATCA Ha YCTPOWCTBE C UCMOAb30BaHWEM cepBucoB Keychain m
nepegatotca B SOAP-nakete no HTTP-kanany. Mpw ayteHTndmKaunm no ceptmdurkaTy A0rMH 1 Napojb He
MCMONb3YHOTCA U HE XPaHATCS Ha YCTPOMCTBE.

[lOKyMeHTbl MOoNb30BaTeNs 3arpy>atoTca B KOHTEMHEp MNPUAOXEHWS, AOCTYN K KOTOPOMY W3 APYrux
NPUAOXKEHUA UAM C KOMMbtOTepa HeBO3MOXeH. CTOPOHHWME MPUAOXKEHUS MOTYT MOAYYUTb AOCTyn K
AOKYMEHTaM, TO/IbKO eCaun 3kcnopTupoBath ux 13 Directum Solo.

© Komnanwusa Directum, 2020 37


https://source.android.com/security/encryption/full-disk
https://source.android.com/security/encryption/full-disk
https://source.android.com/security/encryption/full-disk
https://developer.apple.com/library/content/documentation/Security/Conceptual/keychainServConcepts/01introduction/introduction.html
https://developer.apple.com/library/content/documentation/Security/Conceptual/keychainServConcepts/01introduction/introduction.html
https://developer.apple.com/library/content/documentation/Security/Conceptual/keychainServConcepts/01introduction/introduction.html
https://developer.apple.com/library/content/documentation/Security/Conceptual/keychainServConcepts/01introduction/introduction.html
https://developer.apple.com/library/content/documentation/Security/Conceptual/keychainServConcepts/01introduction/introduction.html
https://developer.apple.com/library/content/documentation/Security/Conceptual/keychainServConcepts/01introduction/introduction.html

MobunbHble NpUAOXKeHUS

AokymeHTbl wndpyrotca AES-anroputMoM. [ COXPaHHOCTM JaHHbIX HeobXOAMMO MCMOoJ/b30BaTh
610knpoBKy ycTponctBa. PekomeHayeTca ncnonb3osatb PIN-koa. paduuecknin karoy mam otnevarok
nasblia He ABJAKOTCA AOCTaTOYHbIMU Mepamu 3aLunThbl.

[NMpumMmeyaHne
He pekomMeHgyeTca ncnonb3oBaTb yCTponcTBa C jailbreak, Tak kak 3To cHwaeT 6e30nNacHOCTb MCNOJ/b30BaHMA
NPUAOXKEHWUS.

B Directum Solo ans iOS AOMOAHWTENIBHO MOXHO HacTpouTb WKNdpPOBaHNE JOKYMEHTOB CpeAcTBaMM
KpunTolPO. Ecim wundpoBaHne HacTpoeHo, Beb-cepBMC Ha Bpems ceaHca paboTbl Monb3oBaTens
reHepupyeT BPEMEHHbIA KoY, aCMMMETPUYHO Wwndpyembii cepTudMKaTom nosb3osaTens, v wudpyert
BCe nepegasaemMble fokyMeHTbl [OCT-anroputmamu. B npuaoxeHnn fOKYMeHTbI TakxKe COXPaHATCA B
3awmndppoBaHHOM BuAe. [1a npocmMoTpa WM  peAakTMpOBaHWA AOKYMEHTa CEeCCMOHHbBIM KoY
paclwmndpoBbIBAETCA 3aKpbITbiM  KJHOYOM MOAb30BaTeNs, W CO3jaeTca pacwmnppoBaHHasa Konus
AOKyMeHTa, KoTopas yAanfaeTca No OKOHYaHWM ceaHca paboTbl B MPUIOXKEHWN.

DNeKTPOHHaa Noanucb

MobunbHoe npunoxeHune Directum Solo ncnonb3yeT Ans NOANNCAHNSA MEXaHU3MbI:

e Kpuntollpo CSP;

e annapaTHbIA KoY (TOKEH);

e baszoBble CK3W, BcTtpoeHHble B OC.

Kpuntollpo CSP

MopnucaHune ¢ ncnonbsoBaHnem Kpuntollpo CSP noaaep>xunBaetca BO BCEX MOOUIbHbBIX MPUIOXKEHNAX
Directum. lna nognucaHua Tpebyetcs knmeHtckan amueHsna CK3U «Kpuntollpo CSP».

Ha komnbroTepe nosib30oBaTeNs reHepupyeTca KOHTEMHep C 3akpbiTbiM KAHOYOM. [lanee KOHTerHep
KOnupyeTca Ha MOOMAbHOEe YCTPOUCTBO M BO BHyTpeHHee XxpaHuavwe Kpuntollpo CSP. TMocne
YCMNeLHOro KonMpoBaHUa KOHTeNHepa nceBAOHMM (annac) cepTudurkaTta 1 ero napob 3anucbiBaroTCs B
nokanbHyto b1 SQLite Ha MOBUABHOM yCTpOKCTBE. B fanbHelLeM pekOMeHAYeTCs YAaauTb KOHTENHep
13 Nanku Ha YCTPOMCTBE M C KOMMbIOTEPa NOAb30BaTENS.

Mpw 3anycke MOBUABHOIO MPUAOXEHNSA NPOUCXOANT MHULMann3aumnsa Kpuntollpo CSP.

Pabota ¢ Kpuntollpo CSP pa3nnyaetca B 3aBucumocTtn ot OC:

e Android - w™mobunbHoe npunoxeHune peructpupyerca B OC kak peanusauma [OCT-
Kpuntorpapuyeckmx anroputMoB. ITO NO3BOAAET paboTaTb C HUMMW, Kak C NHOBbIMU Apyrumu
anroputMamu, ncnonb3ysa 6asosble cpeactea OC;

e iOS - Kpuntollpo CSP BcTpoeH B npunoxeHue. HactpanBaeTca B pa3gene «CeptudumkaTbl» HaCTpoek
npunoxenus. Ncnonbsyet Microsoft Crypto API, peannsys FTOCT-anroputMbl. YCTaHOBKa Kaknx-nm6o
AOMONHUTENBHBIX MOAYNEN He TpebyeTcs.

MoanwncaHwe ¢ ncnonb3osaHmem Kpunrollpo CSP coctouT 13 31anos:

1. 3akpbITbI KJKOY 3arpy>KaeTcs U3 XpaHWaMLLLa No N3BECTHOMY annacy ceptudmkara.

2. lMoanucbiBaembll JOKYMEHT XeLWpyeTca MO yka3aHHOMY B cepTudukate anroputmy. Xew
dbopmupyeTtca:
e B OC Android — cpeacteammn OC ¢ ncnonbzoaHunem Kpuntollpo CSP;

e B OCIOS - cpeacrtBamm BcTpoeHHoro moayna Kpuntollpo CSP.
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3. Tlony4yeHHbIN xew BMmecTe aTpubytamn, HeobxoaMMbIMKM Ans  GOPMMPOBAHUA MOAMMUCH,
noAanucbiBaeTca B 3aBucnmmoctm ot OC aHanormuyHo n.2.

AnnapaTtHbIn KJIHOY (TOKEH)

MobunbHble NPUNOXKEHUSA NOAAEPKNBAKOT TOKEHbI:
e Solo ans iOS — RutokenBT;
e Solo ansa Android — RutokenBT n JaCarta microUSB.

C TOKEHOB MOXHO WCMO/Ab30BaTb cepTuduMKatbl ¢ noaaep>xxkkon anroputmos FOCT um RSA. Ans
B3aMMOJAENCTBUSA C TOKEHAaMM UCNOb3YyeTcs HTepdelic ctaHaapTa PKCS#11.

MNepes wcnonb3oBaHMEM TOKEH peKkomeHAyeTcs oTdopmMaTMpoBaTb W YCTAHOBUTb UCMONb30BaHME
WndpPOBaAHHOrO COeANHEHNS.
Mpouecc nognuncaHmsa ¢ NOMOLLbIO TOKEHa COCTOUT 13 3Tarnos:

1. Tlonck NOAKNHOYEHHbIX TOKEHOB 1 GOPMUPOBaHME COEANHEHNS C TOKEHOM.

2. ConoctaBneHve MO/Mb30BaTENbCKUX CePTUPUKATOB cepTudMKaTaMm, HaMAeHHbIM Ha TOKeHe, U
onpegeneHvne NCnoablyemMoro ceptmdukara.

3. AyteHTndmKauma nonb3osatens nytem seoga PIN-koaa TokeHa.
4. TlonyyeHue ID 3aKpbITOro KAK4a, COOTBETCTBYHOLLENO HalAEHHOMY cepTudmKaTy.

Teno NoANMCbIBAaEMOro AOKYMEHTa XelUpyeTcs yKa3aHHbIM B cepTudukaTte aaroputMom. Xeww
dopmupyetca cpeactsamm OC. MNoapobHee cm. B pasgene «Kpunrtollpo CSP».

6. Tony4yeHHbI Xel MnepesaeTcs B TOKEH M MOAMUCLIBAETCS 3aKPbITbIM KJKOUYOM C yKazaHHbIM ID.
Mpwn 3TOM 3aKpbITbIM KAOY He MOKMAAeT TOKeH, Bce Kpuntorpaduyeckme npeobpasoBaHus
BbIMONHAOTCA annapaTtHo.

ba3zosblie CK3W, BcTtpoeHHble B OC

Ans noanvcaHWs MCNONb3yHOTCA cpeactBa, BcTpoeHHble B OC. MexaHu3M 3aBWUCUT OT UCMOJb3yeMOoWn
onepaunoHHon cuctembl: Android man iOS.

MNoasep>xunsaetcs nognucaHne ceptudpukatamm Microsoft CA.

Ycrpounctea Ha Android

Ans noanucaHua ucnonb3yrotcs 6asoBble cpeactBa OC Android. MoaaepxkuBarotcs Tonbko RSA-
cepTuduKaTbl.

MNpumeuaHwe
B OC Android ans pabotbl ¢ kpuntorpadmein ncnonblyercs Habop bubanotek Spongy Caste n3 ctaHgapTHOWM
nocraekun OC.

Ha komnbloTepe nosb3oBaTens CO34aeTcs KOHTEMHeP C 3aKpbITbiM KAKOUYOM C paclumpenHvem .pfx nam
.p12. Mocne 3TOro KOHTEMHEpP KOMMPYeTCs Ha MObUIbHOE YCTPoMcTBO. Ha ycTponctee cepTudukat ¢
3aKpbITbIM K/JHOUOM YyCTaHaBAMBaETC B cucTeMHoe xpaHuaunuwe KeyChain. B ganbHeinlweM KOHTENHep
PeKOMeHAYeTCs yAanauTb U3 Nanku Ha YCTPOMCTBE U C KOMMbIOTEPA MNOJb30BaTENS.

MopnucaHne 6asoBbiMy cpeactBamym OC Android cocTOMT M3 Tex >Ke 3TanoB, YTO W MNOAMUCaHWe
cpeactBamu Kpunpollpo CSP.
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MobunbHble NpUAOXKeHUS

YcTpoiictBa Ha iOS

MNopnvcaHne peann3oBaHo cpeacTBamm naatpopmbl NET - obepTkm Microsoft
RSACryptoServiceProvider. MNoaaep>xmBatotca Tonbko RSA-cepTndurkartol.

[NMpumMmeyaHne
Mnatdopma .NET B MOBMABLHBIX NPUNOXKEHNAX — 3TO BXOAALLAA B COCTaB MPUAOXEHUA KpoccnaathopmeHHas
peanunsaumsa naatpopmbl .NET Mono.

Ha koMnbroTepe nosb3oBaTeNst CO34aeTCa KOHTEMHEP C 3aKPbITbIM KAOUOM C paclumpeHuem .pfx. Mocne
3TOr0 KOHTEMHep KOMUpyeTca Ha MOOuabHOEe YCTPOUCTBO udepe3 iTunes B pa3gen «[okKyMeHTbi»
NPUNOXKEHWA.

fanee B pasgene «HacTporkuM» MPUAOXKEHUA KAOY WMMMOOPTUPYETCA B 3aKpbITOE XpaHWauvLie W
aBTOMATMYEeCKM yAanseTca U3 OTKPbITOro pasgena «lokymMeHTbI».

MoanuncaHne 6a3oBbiMK cpeactBamun naatdopmbl .NET coCTOMT M3 Tex >Ke 3TamnoBs, YTO M NoAnucaHue
cpeacrteamu Kpurnpollpo CSP.

XpaHeHuVe KOHTeHepa € 3aKpbITbiM KatouoMm ceptudunkata Microsoft CA Ha
MobunbHOM ycTponcTee

YcrpoiicrBa Ha Android

KoHTelHep c 3akpbiTbiM katouoM cepTudukata Microsoft CA XpaHWUTCA B CUCTEMHOM XpaHuWauLie
KeyChain. MNpunoxeHne pa3oBO 3anpallivBaeT y MOAb30BaTena AOCTYN K KOHTEMHEPY W COXpaHAaeT
noslyyeHHbINn annac B nokanbHyto b/l SQLite Ha MobunbHOM ycTponcTBe. MNocneayrowme obpalyeHma K
KOHTENHepy NPOUCXOAAT MO YXe N3BeCTHOMY asmacy 6e3 oTAenbHOro 3anpoca.

Mpwn xpaHeHMM 3aKpbITbix katoyen B xpaHuanwe KeyChain Ha ycTponcTBe go/mkHa 6biTb yCTaHOBAEHa
610KMpoBKa 3KpaHa. PekomeHAyeTca NCnob3oBaTh Naposb MK MUH-KOA.

YcTpowcrBa Ha iOS

KoHTelHep ¢ 3aKpbITbiM KAOUOM MoMellaeTcs B $GaliioBbil KaTanor NPUAOXEHUS U AOCTYNeH TONbKO
A9 NPOLECCOB, aBTOPU30BaHHbIX Ha obpalleHne. KoHTelriHep XpaHUTCA B 3aiMGpoBaHHOM BUAE.

YT106bI MONYUNTL AOCTYN K KAKOUY, MOBUabHOE npuaoxeHue Directum Solo reHepupyeT yHuKanbHOe nms
A9 KaXA0ro COXpaHAeMOoro KoHTenHepa. MNpuioxeHne coxpaHaeT anmac u naposb 418 KOHTenHepa B
cnctemHoe wudpoBaHHoe xpaHuauwe KeyChain. [locTyn K XpaHWAWLLY 3anpeLueH, ecan yCTPONCTBO
3abn0kmMpoBaHO NUH-koaoM mam TouchiD.

be3onacHOCTb AaHHbIX

3awmTta KoHbUaeHUManbHON MHPOopMaLumn

Ana cootBeTcTBMA TpeboBaHMAM 3akoHogaTenbctBa P® B obnactm  xpaHeHus u  obpaboTku
KOHMAEHUMaNbHON WHPOPMaLMN PEKOMEHAYEeTCA HaCcTpOUTb JOCTYN K AOKYMEHTaM W 3arnucam
CcnpaBoYHMKOB. [locTyn HacTpamBaeTca AN MO/Ab30OBaTenei, rpynn nosab3oBaTenen WM KANEHTCKUX
NPUAOXKeHNA. MOXHO 3anpeTuTb UaN pa3peLlnTb BbIrPy3Ky AaHHbIX Ha YCTPOWCTBO.

HacTpowikn 3agarotcs agMmuHucTpaTopoM B paiine IsBuilderAdapter.config.
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OrpaHu4eHue goctyna rno A0ruHy Uan rpynne rnosib3oBaTeneu

AAMUHNCTPATOP MOXET HacTpouTb goctyn K npunoxeHnam NOMAD no mexaHn3mam 6e10ro n yepHoro
cnuckoB. B Hactpownkax nnarmHa UserGroupsValidationPlugin, Bxoaswem B coctaB cepBepa NOMAD,
YKa3bIBarOTCA NOTWHbI U TPYNMbl NONb30BaTENEN, ANA KOTOPbIX AOCTYN K NMPUAOXEHUAM pa3peLleH uan
3anpeLleH.

BAoknpoBKa NPUAOXKEHNA NO UCTEUYEHUN ONpeseNeHHOro BpeMeHun
6e3aencTBMA Nosb30oBaTeNs

B Directum Solo MOXHO HacTpouTb ONOKMPOBKY NPUIOXeHWs, KoTopas OyaeT cpabaTbiBaTb MO
ncreyeHnn 15 MUMHYT HeakTMBHOCTM nonb3oBatensi. CHATb OAOKMPOBKY MOXHO MO MWH-KOZY WM
oTneyaTtky nanbua. MNocne 5 HeyzauHbIX MOMbITOK BXOAAa BBOJA MWH-KOAA WAW OTneyaTka ManbLa
610KMpyeTCA Ha HEKOTOPOE BPEMS.
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