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Directum Jazz 1.7 ana Android. HcTpykuma no
YCTaHOBKE N HacTpouke

OCHOBHbIe NoHATUNA

NOMAD (Native Offline Mobile Applications for Directum)

HaTnBHble MObubHbIe npunoxeHus ana Directum un DirectumRX — Directum Jazz v Directum
Solo. TMpeaHa3HayeHbl Ana paboTbl C JOKYMEHTamW, 3agavamMm W 3aJaHuAMU  CUCTEM
MOCPesCTBOM MOOMABHBIX YCTPOWCTB. [PUNOXKEHNA ABAAIOTCA YacTbiO CUCTEMbI U COCTOAT M3
cepeepa NOMAD 1 KANEHTCKOro npuaoXeHus.

NOMAD-nonb30BaTenb

MNMonb3oBaTenb, paboTarowmii B KnMeHTckom npunoxeHmn NOMAD, Hanpumep, nosb3oBaTesb
npuaoxexwua Directum Jazz.

KnueHtckoe npunoxxeHme Directum Jazz

MobunbHoe npuioXeHWe, npefHa3HadeHHoe ana paboTtbl ¢ obbekTamu cuctembl Directum
NOCPEeACTBOM MOOWbHbIX YCTPOWCTB Ha 6a3e onepauuoHHbix cucteM iOS n Android. Ces3sb
KNMNEHTCKOro MPUIOXKEHNA C CUCTEMOW OCYLLLeCTBAAETCA C noMoLbio Beb-cepsnca NOMAD.

Cepeep NOMAD

Habop cepBepHbIXx KOMMOHEHT, Bkarouvarowmm B ceba Beb-cepnc NOMAD, koHdurypatop
cepBepHOM 4actn u npuknagHyto paspabotky NOMAD. [MpeaHasHaueH AnA BbINOJHEHUSA
byHKUMIA, 3anpalumBaemMbiX KAMEHTCKUM MPUAOXKEHMEM, NMPefOoCTaBAeHUA JOCTyNa K AaHHbIM U
T.N.

Be6-cepeuc NOMAD
CepBepHoe NPUIOXKEHNE, NPEeAOCTaBAAOLLIEE METOAbI aBTOPU3aLMK, AOCTyNa K AaHHbIM CUCTEM
Directum un DirectumRX.

Bbi6opouHoe 06HOBNIEHUE AAaHHbIX
Mpouecc obMeHa JaHHBIMU MeXAY KINEHTCKUM MPUNOXKEHMEM M 6a30M AaHHBIX C MOMOLLbIO

cepBepa, npun KOTOpPOM nepesaroTcd HOBble N UISMEHEHHbIE AaHHbIE.

OdnaitH-06beKTbI
O6bekTbl cuctem Directum wn DirectumRX, pocTynHble B MOOGWABHOM npuaoxeHun 6e3
NOAKNHOUEHNSA K CETW.
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CDyHKLJ,VIM NPUAOXKEHNA

OYHKLMUN MPUIOXKEHNSA

MpunoxeHne Directum Jazz Ha 6a3e onepaunoHHoM cuctembl Android npesgocTtaBaset
No/fb30BaTENbCKUIM UHTepdenc ana paboTbl ¢ cuctemor Directum Ha MOGWUABHBIX YCTPOWUCTBAX.
MNoasepxxnBaeTcs ogHOBPeMeHHas paboTa C HECKONbKUMW CUCTEMaMW, MaKCMMaslbHOE KOJANYECTBO
cncTem — Tpu.
DYHKLNN KANEHTCKOTO NPUAOXKEHWS:
e paboTa c 3agavamu, 3aaHNAMU 1N YBEAOMIEHUAMM:

e MPOCMOTP KapTOUKM, MEPENUCKN N BAOXKEHWNN;

e CO34aHuve 3ajay 1 noasajay;

e MPOCMOTP U BbINOJHEHWNE 3aZaHWNI;

e OJlyYeHMe ONOBELLEHNIN O HOBbIX 3aJaHUAX U CPOKE MX BbINMOJHEHUS;

e MOMeTKa NPOYNTAHHbIM U HEMPOUYUTAHHbBIM;
e paboTa C JOKyMEHTaMK:

e CO34aHue JOKYMeHTOB u3 daina, n3 wabnoHa u ¢ kKamepbl;

e MPOCMOTP U pesaKkTMpPOBaHNE JOKYMEHTOB C MOMOLLbIO NPUIOXKEHNA-PEAAKTOPOB;

® MOWUCK JOKYMEHTOB;

e OTNpaBka AOKYMEHTOB BJIOXXEHWEM B 3ajayy M MO 31eKTPOHHOW MOYTE;

e noanucaHve AoKymeHTOB II1;
e paboTta c GopMann30BaHHBLIMU JOKYMEHTAMMU:

e MPOCMOTP;

e noznucaHve n NPocMoTp cnucka 3r1;
e paboTa C 3anncaMn CNPaBOYHNKOB U JOKYMEHTOB:

e MPOCMOTP KapTOYeK;

e pobaBneHVe B KayecTBe BIOXKEHMA B 3ajauy M 3ajaHue;
e paboTa co CNNUCKOM OOBEKTOB:

e QuabTpauma n copTMpoBka 0H6bEKTOB B Mankax;

e YCTaHOBKa LBETHbIX CTaTyCOB 1N GnabTpaLma 06beKTOB MO HUM.
MpunoxeHne no3sosseTr pabotatb B obnalH- M OHAAWH-pexume. B odnalriH-pexunme AOCTYMHO
cogepxumoe nanok «Bxogawme», «Ncxogawme», «JinuHble», «/136paHHoe», «ObLas nanka» NepBoro
YPOBHS, ynpaBasemblx nanok. Ecam Heobxoammo, uTobbl M CofepXMMoe Apyrvx nanok 6biio
AOCTyMHO B odaanH-pexunme, 3anyctute cnpaBoyHvk MonbsoBatenn NOMAD wan BapuaHT 3anycka
Hactpovika pa6oTbl ¢ MO6M/IbHbIM NPUNOXKEHMEM U YKaXWUTe Hy>XHble Manku Ha 3aknajke

«[Manku». MoapobHee cM. B gokymeHTe «CepBep NOMAD. NHCTpyKLUMA NO YCTaHOBKE W YAANEHWNIO»,
pa3gen «Hactpowka cuctembl Directum».

Ana sepcun cepeepa NOMAD 1.9 goctynHa pabota ¢ 6a3oBbiMM BO3MOXHOCTAMM Directum Jazz 6e3
MOKYMNKWN CEPBEPHOMN NNLLEH3MN NPUNOXKeHNA. B JaHHOM cnydae He ByayT noasep>XnBaThCs:

e (CTapT 3ajay 1 BbINMONHEHWe 3aAaHuWi NO TUMOBLIM MapLUPyTam C 3aMpPOCOM NnapameTpos;

e CO3jaHuve, pefakTMpoBaHue, NoANcaHne 1 NONCK AOKYMEHTOB;

® NPOCMOTP KapTOueK 3anuncel CNpaBOYHUKOB U KapToUek JOKYMEHTOB.
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MNpnmeyaHme

HegoctynHble dyHKkLMKM ByayT nomeyeHsbl 3HaukoMm PRO, npuv nomnbiTke BOCMOJ/Ib30BaTbCA JaHHOW byHKLUMeR
nosBMTCA npeaynpexzaeHue. lpu HaxaTum Ha KHonky OTtnpaBuTb 6yaeT CHOPMUPOBAHO MNUCbMO
aaMuHucTpaTopy cuctembl Directum ¢ npocbboin npnobpectn Directum Jazz PRO.

Ans Bepcum cepsepa NOMAD 2.0 n Bbiwe TpebyeTcs 06s3aTesIbHOE HaANuMe CEPBEPHON NNLLEH3UM
NPUNOXKEHWA.

JlnueHsnpoBaHue NpUIo>KeHUS

Ans paboTbl B cuCTEMe MOCPEACTBOM MOb6UAbHOrO npwuaoxeHus Directum Jazz Heobxoanmo
NpUobpecTu cepBepHyH NULLEH3NIO.

MpunoxeHune Directum Jazz nnueH3npyeTca no koauuectBy ak3emnaapoB cepsepa NOMAD. lMpwu
HaIMUYNN HECKOIbKMX WHCTannaumm cuctembl Directum konmuectBo ak3emnasipoB cepsepa NOMAD
AOKHO COOTBETCTBOBATb KONNUECTBY TakMX MHCTAANALNNA.

C TOoukM 3peHns nosb3oBaTens npunoxenus, oamH cepsep NOMAD npegcraBnseT cobou coefmHeHne
C OAHOW WHCTannAumen cuctembl. Ecam nonb3oBatenb pabotaeT € HECKONbKMMWU WHCTaANALUAMM
CUCTEMBI, TO A/IA KaXAOMW U3 HUX Ao/KeH ObiTb yctaHoBneH cepeep NOMAD u 3apernctpupoBaHa
YHWKa/ibHas cepBepHasn INLEH3NA NPUNOXKEHMA.

KoHTponb Hannums cBOBOAHbIX MNLEH3NI OCYLLECTBASETC CEPBEPHOM YacTbto cucTeMbl Directum m
cepsepom NOMAD.

Monb3oBatesnb Directum Jazz MoXeT MCNOAb30BaTb HEOrpaHWYeHHOE KOAMYECTBO YCTPOWCTB ANS
noaknroueHns k cepsepy NOMAD, 6aoknpys npu 3TOM OAHY CBOK ANLEH3UIO Ha Ba3oBble MOAyn
cuctemsbl Directum.

OcobeHHocTU Directum Jazz

1. [ns B3aMMOAEWCTBMA C CUCTEMOM, Hamnpumep, ANf OOHOBNEHUS W XPaHEHUS [JaHHbIX,
co3paeTcs akkayHT «Directum».

2. MakcvManbHbIA pa3Mep JOKYMEHTOB, C KOTOPbIMU MOXHO paboTaTb B npuaoxeHun Directum
Jazz, 3apaeTca B HacTpomKax:

® KIVMEHTCKOro npuaoxeHvs MakcuManbHbIi pasmMep AOKYMEHTOB AJIA aBTO3arpysku.
3HayeHune no ymonyanuto 500 K6;

e cepBepa:
e 114 NOMAD 1.6-1.9 — MaxDocumentSize dpainna Web.config;
e 13 NOMAD 2.5 v Bbiwe — maxDocumentSize panna Nomad.config.
3HayeHue no ymonyaxumo 100 M6.

3HaueHVe HaCTPOMKM KJIMEHTCKOTO MPUIOXEHUS JAOMXKHO ObiTb MeHblue 3HauYeHus
HacTpoViku Beb-cepBuca.

3. [JokymeHTbl B npunoxeHun Directum Jazz Bcerga OTKpbIBalOTCA Ha pefakTMpoBaHWe K3-3a
ocobeHHOCTer onepaumoHHon cnctembl Android.

PeAaKTI/IpOBaHI/Ie CI)OpMaJ'II/BOBaHHbIX AOKYMEHTOB HEAOCTYMNHO.
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TpeboBaHuWA K annapaTHOMY M MPOrpaMMHOMY obecreyeHunto

4. TMoanucaHne dopMann3oBaHHbIX AOKYMEHTOB YTBEPXKAAOLLEN MNOAMUCBIO JOCTYMHO TONbKO B
pamkax 3afjaHui Mo TUNOBbIM MapwpyTtaM. [ns Takux TUMNOBbIX MapLpyToB Tpebyetcs
HacTpoiika cepepa NOMAD. MNoapobHee cm. B gokymeHTe «Cepep NOMAD. UHcTpyKLma no
YCTaHOBKE W YAaNeHUIo».

5. HeT BO3MOXHOCTW BPYYHYIO Ha3HaunUTb Npasa AOCTyna Ha JOKyMeHT. ABTOMaTnyeckas Bbijava
npas cepsepom NOMAD (npu oTnpaBke [AOKYMEHTOB BJIOXEHVWEM B 3ajayy W npwu
BbIMONHEHWW 3ajaHW) HacTpamBaeTcs B davne Nomad.config. MogpobHee cM. B AOKyMeHTe
«CepBep NOMAD. NHCTpyKLmMa NO yCTaHOBKE N HacTPOWKe».

6. He noaaepxuBaetcs TWUM MapaMeTPOB TUMOBbIX MAaPLUPYTOB «KOJIEKLUA JIOrMUYECKUX
3HAYEHUN».

be3onacHOCTb AaHHbIX

Mpw aBTOPM3aLNN NPUNOXKEHNE NepesaeT PeKBU3UTbI A8 MOAKAHOUYEHNSA NOAb30BaTeNA B OTKPbITOM
Buge. [na obecneueHns 6e30MacHOCTVM nepefayn AaHHbIX pPeKoMeHAyeTca mcnonb3oBatb HTTPS-
coegmHeHue. MNpn 3TOM HeobHXOAMMO MCNOb30BaTbh CePTUPUKAT, BblAaHHbIM LOBEPEHHbIM LEHTPOM
cepTudukaLmnn.

OcobeHHocTH XpaHeHWA AaHHbIX MPUNOXEHUA:

e JIOTVH M MapoJib NO/Jb30BaTeNA XPAHATCA B CUCTEMHBIX aKKayHTax YCTPOMWCTBA, NapO/b XPaHWUTCA B
3awndpoBaHHOM BUAE;

® 3arpy>XeHHble JOKYMEHTbI XPaHATCA B CMCTEeMHOW narke NPUNOXKEHNA B He3aLLIM(1)pOBaHHOM Buae.
PeKOMeHAyeTCH orpaHmymBatb 4OCTyN K yCTpOVICTBy,‘

e JlaHHble NOMb30BaTeNA XpaHATCA B cucteMHomn H6ase gaHHbIx SQLite 6e3 wndposaHus;

e 3aKPbITbIA KAKOY AN NOANUCAHUA JOKYMeHTOB xpaHutcs B KeyChain — cucTeMHOM xpaHuauiie
YYETHbIX AaHHbIX.

Takxe A4 MOAKMOUEHMA K KOPNOPATUBHOW CETM MOXHO MCMO/Nb30BaTbh BUPTyasibHble YacTHble CeTU
(VPN). Directum Jazz nogaep>xwBaeT paboTy npu HacTpoike nogkatovenHna VPN Ha ypoBHe cucTemsl
n npu ncnons3sosaHum cneyunansHoro MO: OpenVPN Connect, ViPNet Client for Android n Checkpoint
Capsule.

[MpumeyaHne

He peKoMeHayeTca UcCnoJib30BaTb yCTpOl)IICTBa C rOOt-,D,OCTyI'IOM, TaKk KaK 3TO CHMXaeT 6e30MacHOCTb
NCNoJIb30BaHMA NPUIOXEHUA.

O nonntnke KOHOMAEHLUMANBHOCTN YnTanTe Ha calte Directum.
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TpeboBaHuA K annapaTHOMY U MPOrpaMMHOMY
obecneyeHuro

KomnoHeHT TpeboBaHue

ocC Android 4.4 v Bbiwe

Mpoueccop 500 My,

OnepaTvBHasa NamaATb 512 Mb

BcTpoeHHas/BHelHAA NamATb 50 MB n 6onee cBO60AHOr0 NPOCTPaHCTBa
Cepeep NOMAD 1.9 n BbIWe

Pa3pelueHne skpaHa 320x480 v BbIwe

PeKoMeHyeMble MPUNOXKeHMS - «  WPS Office;

pesakTopbl »  Microsoft Office Mobile;

o  OfficeSuite;
o Polaris Office

Echm pna noanucaHuA 3N1E€KTPOHHOM MOAMMUCBIO  MCMOAb3YHTCA CcepTUdMKaTthl, BblgaHHble YL
KpunTollpo, TpebyeTcs avueH3nsa Ha npaBo ncnonb3oBaHua CK3U «Kpuntollpo CSP» Bepcun 4.0 Ha
oaHoMm pabouem mecte. MNoapobHee cM. pasgen «Hactponka noanncaHnsa 4okyMeHToB Sl».

YctaHoBka Directum Jazz

1. [obaBbTe akkayHT Google Ha yCTPOWCTBO, Ha KOTOPOM MaaHupyetcs pabota ¢ Directum Jazz.
MNoagpobHee cM. Ha cauTte support.google.com, cratbto «/lobaBneHvie akkayHTa Ha
YCTPOWCTBO>.

2. 3anyctute npunoxeHue Google Play Mapker n BBeaute B CTpPOKe MOWCKa Ha3BaHue
KJIMEeHTCKOro npuaoxenns «Directum Jazz» nan Bocnonb3yntecb QR-kogom:

3. B OTKpbIBLUEMCA OKHE HaXMWTe Ha KHOMKy YcraHoBUTb. KnneHtckoe npunoxeHue Directum
Jazz 6ypeT ycTaHOB/EHO.

B pe3ynbTate yCTaHOBKW Ha CTapTOBOM 3KpaHe NMNOoABUTCA 3HAYOK 414 3anyCKa NPuaoXeHnsA. 3aI'IyCTMTe

npunaoxeHune, nociegoBaTtesibHO YyKaXute ajgpec Be6—ceva1ca, JIOTH 1 Nnapoab WUAN CEQTVIQI/IKaT
noJsib3oBaTtend.

Mocne nepBoro 3anycka NPUAOXKEHWS byaet co3gaHa nanka
storage/sdcard0/Android/data/com.npocomputer.jazz/files/logs ans XpaHeHus nor-dannos
KNMEHTCKOTO MPUNOXKEHWS.

Mpn HEOBXOAMMOCTM HacTPOUTE NPUIOXKEHME.
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Hactpoiika Directum Jazz

HacTtpowuka Directum Jazz

1. 3anyctute NnpuaoxeHue.

—_—
4= < <
2. HaxmuTe Ha KHOMKy Hactpoiikm B okHe BxoZa wau Bblbepute nyHKT HacTpouiku
60KOBOro MeHHo.

3. YcraHOBUTE HEOOXOANMBIE HACTPONKMN:

= 4 100% MW 18:10

& Hactponku

O6paTHas cBf3b

OTI'IpaBVITb OT3bIB
OTNpaBuUTb OT3bIB 0 PaboTe NPUNOXKEHMUS

OTnpaBuTb Nnor-ganbl
OTtnpaBuTb Nnor-hainbl agMUHUCTpaTopy no e-mail

O6wme

Anpec Be6-cepBuca
https://demo.directum.ru/

O6HoBNEHNe AaHHbIX B MOOBUIIbHOW

ceTu
BknroveHo

OﬁHOBﬂeHlde AaHHbIX B POYMUHIe D
OTKntoueHo

Mepunog o6HOBNEHMS

15 MUHYT
lpynna O6paTHas cBA3b:
OtnpaBuTtb 0T3bIB. OTNPaBUTL OT3bIB O NPUAOXeHUN Directum Jazz koMnaHWUK-pazpaboTUmKy.
OrnpaBuTtb nor-danbl. OTNpaBmTb J0r-danbl aAMUHUCTPATOPY CUCTEMBI MO 31EKTPOHHON MoYTe.
lpynna O6uwme:
Appec Beb6-cepBuca. Agpec goctyna k cepsepy NOMAD.

Echv ana coepvHeHWs KAVMEHTCKOTO MNPWIOXKEHUs C Beb-cepBMCOM ucnonb3yetcs kaHan HTTPS,
yCTaHOBUTe cepTuduKaT ya0CTOBEpAtOLLEro LeHTpa. MNoapobHee cM. pa3gen «HacTporika KIVeHTCKoro
MPWUJIOXXEHWS Ha UCMOIb30BaHMe 3alnLLLeHHOro KaHaaa HTTPS».
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O6HoBNEHMe AaHHbIX B MO6uabHOM cetu. O6HOB/IEHME AaHHBIX MPY NOAKAFOUYEHUN MO MOBUIBHON
cetn. lMpu BblbOpe 3HaueHns OTKAKOUEHO 3arpy3ka AOKYMEHTOB W OOHOBAEHMEe Mamnok npu
NOAKAHOUYEHNUN MO MOOWUABHOW CeTU BbIMOJHAETCA TO/NbKO BPYYHYH. 3HayeHWe MO YMOJYaHWUKO
OTK/AIIOUEHOo.

O6HoB/IeHNe AaHHbIX B POyMUHre. ABTOMaTnyeckoe ObHOBNAEHWE JaHHbIX NpU paboTe B pOyMUHre.
Mpu BblibOpe 3HaueHVA OTKAKOUEHO 3arpy3ka AOKYMEHTOB M OOHOB/eHWe nanok npu paboTte B
POYMWHIe BbINOJHAETCA TONbKO BPYYHYH. [1OCTYMHO AN U3MEHEeHWs MpW BKAKOUEHHOW HacTpoWike
O6HoBNEeHMe AaHHbIX B MOBUbHOWM ceTU. 3HayeHVe NO yMonYaHMio OTKIIOUEHO.

Mepuoa obHoBAeHMA. YacToTa 3anycka npouecca 06HOBAEHMA AaHHbIX. [JOCTYNHO ANA U3MEHEHMS,
ecnn BblbpaH aBTOMATUYECKUA PEXUM OOHOBAEHUS AaHHbIX. 3HaUYeHMe Mo yMoaYaHuio 15 MUHYT.
Mpw BbIGOpE 3HaUeHns He 06HOBAATL O6HOBNEHNE BO3MOXHO TONbKO BPYUHYHO.

Pabouee BpemA. BO3MOXHOCTb HacTponkM OOHOBAEHUS JaHHbIX B YKa3aHHbIA MPOMEXYTOK
BpemMeHW. YKa3blBaeTcs, €eCciM HeobxoAMMO HacTpouTb 6onee 4yactoe O6HOBAEHME JaHHbIX
npunoxeHnsa B paboyee BpeMs Nonb3oBaTtess. 3HaueHne No ymonyaHuno OTKItoUueHo.

Mepuog o6HOBNEeHUA B pabouee Bpems. [lepros BpeMeEHM, B KOTOPbLIN OOHOBAEHWE AaHHbIX byaeT
MPONCXOAWTb C WHOW 4acTOoTOW. Hanpumep, MOXHO HacTpoutb 6osee yactoe OBHOBAEHWE Ans
MOJyYEHNs1 MaKCUMaNbHO akTyaslbHbIX AaHHbIX B pabouee Bpems. [JOCTYyNHO Ans U3MEHEHMS Npu
BK/IFOUEHHOW HacTpoiike Pabouee Bpems. B okHe HacTpoliku pabouyero BpemeHW Bblbepute AHM
pabouel Hegenu, paboune yacbl U Nepmnos 06HOBNEHNS B paboyee Bpems:

Pa6oyee Bpems

c 9:00
Mo 18:00

O6HoBNeHne 15 MUHYT

OTMEHA OK

3arpy3|(a AOKYMEHTOB. Pexxnm 3arpyskm AOKYMEHTOB B KAUEHTCKOE TMPUIOXKeEHUE. Bo3moXkHble
3Ha4deHnA:

e ABTOMaTM4YecKMU. 3arpys3ka AOKYMEHTOB OCYLIECTBAAETCA aBTOMATMUecKy, BHE 3aBMCMMOCTU OT
TVMNa NOAKAOYEHWS;
e ABtOomaTtMueckn, Tonbko no Wi-Fi. 3arpy3ka fJOKyMEHTOB OCyLLEeCTBASETCA aBTOMaTU4ecku

TONbKO Npu ncnonbzosaHnm Wi-Fi nogaknroueHuns. MNpu obpalieHnn K 4OKYMEHTY, KOTOPbIN eLe He
3arpy>keH, 3arpyska byaeT HayaTa He3aBUCMMO OT TvMa CeTw;

e BpyuHyto. 3arpyska JOKYMEHTOB OCYLLECTBASETCA TOIbKO NP 06paLLeHn K JOKYMEHTY.
3Ha4yeHne no ymonyaHuto ABTomaTuueckm, Tonbko no Wi-Fi.

MakcumanbHbI pa3sMep AOKYMEHTOB ANA aBTO3arpy3ku. MakcvMasbHbI pa3mMep JOKYMEHTOB,
KOTopble MOryT OblTb aBTOMaTU4YeCKN 3arpy>eHbl B KJMEHTCKOE MPWUAOXEHWE MpPU OBHOBAEHUU
AaHHbIX. [loCTynNHO ANA  W3MEHEeHWs, ecan B  HacTpoike 3arpyska pAOKYMEHTOB BblbpaH
aBTOMaTNYeCckur pexxmm. 3HaueHune no ymonyanumio 500 K6.
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HacTpoika Directum Jazz

3arpy>kaTb AOKYMEHTbl. VICTOUHMK, OTKyAa JAOKYMeHTbl OyayT 3arpyxatbCsi aBTOMaTU4ecKu.
[OCTynHO AN M3MEeHEeHWs, eCiv B HacTpoWke 3arpyska AOKYMEHTOB BbliOpaH aBTOMaTMYeCcKui
pexxM. Bo3aMoXHble 3HaueHus:

e Bno)keHHble B 3agauy;
¢ Bno)eHHble B 3apaHuS;
e W3 N36paHHOrO;

e W3 JInuHbix.
MO>HO BbI6paTb HECKO/IbKO 3HAYE€HWUA OLHOBPEMEHHO. 3HaueHme No ymondaHuio U3 JInuHbix.

A3bIK. A3bIK MHTepdenca NprnoxeHna. Bo3MOXXHble 3HaYeHs:
¢ A3bIK cucTeMbl. f3bIK ONepaLMOHHOWN CUCTEMBI;

e Pycckniz;

e AHMMACKWIA.

3HayeHve Mo yMon4YaHuo A3bIK CUCTEMBI.

lpynna OnoBewieHuUA:

OHOBeI.I.I.EHI/Iﬂ O HOBbIX 3ajaHuUAX. Onoseu.l,eva O npuuweawnx 3ajgaHnAax YyKasaHHOro Tuna.
BO3MOXKHble 3HaUeHUS:

e 3apaHuA M yBeJOMJIEHUS;
e 3apaHus;
e 3ajaHuA C BbICOKO Ba)KHOCTbIO;

e OrtknroueHo.
3HayeHne No ymMoa4aHuio 3agaHua U yBeAOMIEHUA.

OnoBeweHna o cpoke 3agaHun. OnoseleHVA O MNPUBAMXKEHMM CpPOKa BbIMOJHEHWA 3ajaHuA.
3HayeHne No ymonyaHuo OTKAOUEHO.

3BYKVI OnOBGI.I.l,GHVIﬁ. 3ByKOBO€ conpoBoXageHue OI'IOBeLLI,eHI/II\/’I O HOBbIX 3a4aHNAX N O I'IpVI6J'II/I>KeHI/II/I
CPpOKa BbIMOJMHEHNA 3a4aHNA. 3HaueHune no YMOJIHaHNKO BknroueHo.

HeﬂpO‘-IVITaHHbIe Ha MWMKOHKe. OTo6pa>KeH|/|e KoamnmyectBa HENnpoO4YnTaHHbIX 33AaHVII7I Ha WKOHKe
2

NPWAOXeHWA, Hanpumep, . BO3MOXHbIe 3HaueHus:
e Bce cucremni;
e <HasBaHue cuctrembl> <Uma nonbzoBatena>, Hanpumep, Directum CHurmpes B.A;

e OrtknroueHo.
3HayeHwue no ymonyaHuto Bece cucremsi.

MNprmedaHne

MoanepxmBaetcs He Ana Bcex 000/04YeK MOOWbHBLIX YCTPOMCTB. EcaM yCcTpPOWCTBO He noajep>kuBaet
oTOBpaXeHue KOANYeCcTBa HEMPOUUTAHHbIX 3aJ,aHNIM, HACTPOMKa HeAOCTYMHa.
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lpynna Mpodune:

Ceptudpukarbl. Ceptudukatel ANA MNOAMMCAHWA AOKYMEHTOB. B oOTkpbiBlLIeMCA OkHe 6yayT
oTobpaxeHbl cepTUduKaTbl OTKPbITbIX KAHOYeW, MnoayveHHble OT Beb-cepsuca. [loanucanune
AOKYMEHTOB 3/1eKTPOHHOWN MOANMUCHI0 HEOHXOAMMO HACTPOUT.

C6pocnTb HaCTPOUKMW. YCTaHOBUTb HACTPONKN MO YMOAYAHWIO.

BbiATM M3 cuctembl. BbiTM M3 CUCTEMbI U OCTAaHOBUTb OBHOBJEHME AaHHbIX. |_|pl/1 cnegyrouem
3anycke nNpuaoxeHnmsa HeO6XO,qI/1MO BBECTU MapoOb.

Yaanutb paHHble. OuncTnTb 6asy AaHHbIX, yAanutb dainbl U BbINTM M3 cucTemsbl. [pu cregyroliem
3anycke NpUAOXKeHMA HeOBXOAMMO BBECTM aapec Beb-cepBuca, NOTMH 1 Naposb.

Aob6aBuTtb cucremy. [lob6aBnTb Npoduab Nonb3oBaTens Apyron cuctembl. MNocne BBOAa pPeKBU3NTOB
A9 MOAK/IOYEHMA B MEHIO MOb30BaTeN MOABUTCA MYHKT C HaMeHOBaHWEM J06aBNEHHON CUCTEMBI.
Ytobbl NnepenTn kK paboTe B Hel, Bbibepute AaHHbIM NYHKT. B npuaoxeHun goctynHa pabota ¢ Tpemsa
cucTeMaMv OAHOBPEMEHHO.

lpynna O nporpamme:

Bepcusa npunoxkeHus. Bepcus kaveHTckoro npunoxeHus Directum Jazz. Mpu Haxatum oTkpoetcs
OMMCaHNe HOBbIX BO3MOXHOCTEN BEePCUMN MPUIOXKEHNS.

Bepcusa Be6-cepBuca. Bepcus Beb-cepsrca NOMAD.
Directum Club. Ccbinika Ha coobulectBo nosb3oBatenen Directum.

[MpumeyaHne

Ecam ucnonb3lyetcs HacTpovika 06HOBAEHUMs AaHHbix Mo Wi-Fi n pexum 3HeprocbepexeHns MobUAbHOro
ycTpoiictea (Hanpumep, pexxum STAMINA B TenedoHax Sony), pekoMmeHayetca nposeputb, yto Wi-Fi He byaeT
OTK/IOHATLCA MPU BbIKAHOYEHHOM 3KpaHe.

HacTponka KAMeHTCKOro Npuao>KeHUs Ha UCMoJib30BaHUE
3awmieHHoro KkaHana HTTPS

Ans  paboTbl MOOGUABHOrO MPUAOXKEHUS MO 3aLUULLEHHOMY KaHany HeobXxoAMMO HacTpOuUTb
cepeep NOMAD Ha wucnonb3oBaHue HTTPS. TMoapobHee cM. B pokymeHTe «CepBep NOMAD.
WHCTpykumMs no ycTaHOBKE M HacTpouke», pasgen «Hactpoika Beb-cepBmca Ha MCNOAb3OBaHue
3almueHHoro kaHana HTTPS».

[na  cepTndukatoB, BblAaHHbIX BHELWHWM  JOBEpPeHHbIM LeHTpoM  cepTudpukauymm  (LC),
AOMNONHUTENbHAsA HacTpoWka He TpebyeTcs.

Ana  ceptmdukatoB, BbldaHHbIX BHYTpeHHMM LC, Heobxoaumo ycCTaHOBUTL  cepTudmkaTt
YAOCTOBEPSAIOLLErO LieHTPa Ha YCTPOMCTBO.

MNprmeyvaHne
Pabota no HTTPS c ncnonb3oBaHneM camonoAnucaHHoro ceptudukaTta He Nojaep>KMBaeTcs.

Ytobbl yCTaHOBUTL cepTUdMKAT YAOCTOBEPAIOLLErO LIEHTPaA Ha YCTPOMUCTBO:
1. SkcnopTtupynTte ceptudmnkat ueHTpa ceptmomkaymm X.509 ¢ pacumpeHnem *.cer nam *.crt.

2. CkonupynTte cepTndurKaT Ha YCTPOMCTBO.
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HacTpoika Directum Jazz

3. TMocneposatensHo  Bblbepute  Hactponkn/besonacHocTb/YCTaHOBUTL M3 NaMATM.
OT1obpaszunTca cnmucok cepTMPUKaTOB, HaWAeHHbIX B GariioBOM CUCTEME YCTPOMCTBA.

4. Bbibepute cepTUdPUKaT, KOTOPbIN HEOOXOANMO YCTaHOBUTD.

MNprmMeyvaHue

VImnopT cepTndmkaToB B XxpaHuauLLe TpebyeT NoBbileHHON 6e3onacHocTW. Mocne Bbibopa cepTudmkaTta byaer
npeasioxeHo yctaHoBuUTb PIN-Koz v 610KMPOBKY MO NapoJito.

HacTtpouka nognmucanma aokymeHTtos Il

B npunoxeHnn noaaepxxnBaeTcs NojgnmcaHmne ¢ NOMOLLbHO:

RSA-ceptnudukatos. Mcnonb3yroTcs, ecan ropuamyeckasl 3HaUYMMOCTb NEKTPOHHOM MOAMUCK He
TpebyeTtca.

Ceptndukatbl ¢ anroputMom RSA ABastoTcs Hambonee pacnpoCTpaHEeHHbIMW Ans ycTaHoBku M.
RSA-ceptndukatbl MoryT 6biThb BblgaHbl YL, Microsoft;

[OCT-ceptndukatos. Heobxoammo npuobpect AuLeH3M0 Ha npaBo ucnonb3oBaHua CK3U
«Kpuntolpo CSP» Bepcun 4.0 Ha ogHOM pabouyem mecTe.

Ha cepBepe, rae yctaHosneH cepsep NOMAD, Ttpebyetca yctaHoBka CK3W KpuntolTPO CSP 4.0.
Ecnn tpebyetcs Bblgaua ceptndurkatoB AnA nognucaHna cobctBeHHbIM YL, Heobxoammo Takke
npuobpectn nnueH3nto Ha npaBo ucnonb3oBaHua CK3W «Kpuntollpo CSP» Bepcun 4.0 Ha
cepBepe.

[MpumevaHue

Ecim meHee pecaTu nosnb3oBaTteneil MOAMUCHIBAOT JOKYMEHTbl 3JIEKTPOHHOW MOAMUCHIO, TO MOXHO
3aKa3aTb Bblgady cepTudukatoB y aroboro nocraslymka Il B BalleM pervoHe, ABAAIOLMMCA NapTHEPOM
komnaHun KpuntollPO.

RSA-ceptudpukarsl

1. 3kcnopTtupynte ceptudumkat M 3aKpbITblid KAoY B darnbl. [MogpobHee cM. B pyKOBOACTBE
aAMuHucTpaTtopa Directum, pasgen «3KcnopT cepTudumKaTa 1 3aKpbITOro Katoua».

MpumeuaHme

Ana noanucaHma B Directum Jazz MOXHO MWCMOAb30BaTb CyWEeCTBYHOLWMI cepTudukat. s 31oro
HeobXoAMMO 3KCMOPTMPOBaTb CEPTUDUKAT U 3aKPbITbIN KAKOY U NepesaTb 3aKpbITblA KAHOY Ha YCTPOMCTBO.
DKCMopT BO3MOXEH, TOJIbKO €C/N 3aKPbITbIM KJIOY NPU reHepaumm bbli MOMeYeH Kak 3KCMOPTUPYEMBbIA.

2. 3apeructpupymnte ceptupumkatr B cucteme Directum. [MogpobHee cMm. B pyKoBOACTBE
aaMunHucTpatopa Directum, pasgen «Pernctpaumsa ceptndukaros B cucteme Directum».
3. CkonupyuTe 3aKpbITbIN K1Y Ha YCTPONCTBO.

4. B HacTpoikax ycTpolctBa B pa3gene «besonacHocTb» 3agante PIN-koag, naposnb wau
rpapuyeckmii ka4 ansa 610KMPOBKM 3KpaHa. ITO HeobxoaMMo Ana 6e30macHOro xpaHeHus
3aKpbITOro Kjtoua.
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5. YcTtaHOBWUTE 3aKpPbITbIA KAKOY Ha YCTPOMUCTBO:
a) 1 BapuaHTt

Otkpovite GarnoBbii MeHeaxep (Hanpumep, «ES NpoBOAHMK») 1 BbIGEPUTE 3aKPbITHIN
KJIFOU, CKOMMPOBAHHbIA Ha YCTPOMCTBO.

2 BapuaHT

B Hactpomkax ycTtpouctBa B pasgene «besonacHocTb» BblbepuTe HACTPOWKY MO
ycTaHoBKe cepTudunkaTtoB (Hanpumep, YcTtaHOBUTDb, YcTaHOBKa ¢ SD-kapThl).

b) BbibepwuTe 3aKpbITbIM K/1HOY, CKOMMPOBAHHbIW Ha YCTPOWNCTBO.
C) BBeguTe naposb OT 3aKPLITOrO KAKOYa U HaXKMuUTe Ha KHonky OK.
d) B oTKpbIBLUEMCA OKHE HaxmuTe Ha KHonky OK.

YkaxuTe Ha3BaHHe
cepTugukara

HasBaHwe cepTudukara:

76B2-455B-AF91-E9C13CF88A0D}

Wcnonb3oBaHue:
VPN » npunoxexusn
Maket COOEepPXnT:

O[IVH KN4 Nonb3oBaTensa
OAVH Nonb30BaTeNbCKUiA CEPTMq)MKHT

OTMEHA OK

3aKprTbII7I KJ1HOY 6yAET yCTaHOBNEH B CMCTEMHOE XpaHUAnLLE.

MNprmeyaHmne

Echan paHee cucTeMHOe xpaHWAULLE MCNO/b30Banoch (Hanpumep, HacTpamBanocb VPN), HO 3aTtem 6bino
OuMLLEHO W GNIOKMPOBKY 3KpaHa OTKAHUMAKM, TO Maposb MOXET COXpaHWTbCA. B Takom ciyyae npwu
yCTaHOBKe 3aKpbITOrO K/4a YCTPOWCTBO 3anpaluvBaeT Napoib K XPaHWIMLLY YYeTHbIX AaHHbIX. Ecam
napo/ib HeM3BeCTeH 1 610KMPOBKa 3KpaHa OTCYTCTBYET:

1. OTMeHMnTe yCTaHOBKY 3aKpbITOrO K/roYa.

2. B HacTpolikax ycTpoictBa B passgene «besonacHocTb» 3agaliTe HOBbIV NMaposib A/ 6J10KMPOBKU 3KpaHa.
3. YcTaHOBUWTE 3aKpbIThIM KJIHOY Ha YCTPOMCTBO.

6. ConocraBbTe yCTaHOBAEHHbIN 3aKPbITbIN KoY cepTudurkaty B Directum Jazz:

a) B Hactpolike Ceptudumkatbl BbibepuTe HyXHbI cepTUdMKAT M HaXMUTE Ha KHOMKY
Jo6aBuTtb KaOU.

b) B cnucke Bbl6epI/ITe 3aKprTbIIz KAHOY N HaXXMUTE Ha KHOMKY PaBPEI.I.IVITb.

FOCT-ceptndukarsl

YTobbl CO3aTb KOHTEMHEP 3aKPbITOrO KAKOYa:
1. 3anpocute Knto4 y cBoero yaocrtoBepstollero LeHTpa KpmntollPO.

2. Tlo Mepe NpoxoxaeHns Waros Npu 3anpoce katoya byaeT NpeAnoXeHO COXPaHWUTb 3aKpbITbIv
KNt

e B peecTp;

e Ha HocuTenb. OTO Honee GbICTPbIM U He3onacHbIM cnocob. Ha HocuTene Byaer cosgaHa
narnka c HaumMeHoBaHueM Braa «le-9ea2b.000» ¢ BNOXEHHbIMK darnamu:

e header.key;
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Ynanenue Directum Jazz

e masks.key;
e masks2.key;
e name.key;
e primary.key;
e primary2.key.
[laHHbI Habop dannoB NpeacTaBafeT COHON XPaHUIMLLE KNHOYEN.
3. Ecnm 3aKkpbITbiV KNKOY COXPaAHEH B pPeecTp:
a) Ortkpowite nporpammy Kpuntollpo CSP n nepenante Ha Bkiagky «CepBuc».

b) Haxmute Ha kHOnKy CKONMpOBaTb... B TMOABUBLUEMCA OKHe Bblbepute uMS
KNHOUEBOro KOHTEeMHepa 1 HaxxmuTe Ha kHonky Janee.

C) BBeAI/ITe naponb OT KOHTeI\/’IHepa. an/IJ'IO)KeHI/le npeanoxXmTt COXpPaHUTb KAKOY Ha
BHELUHWIA HOCUTENb U YCTaHOBUTb HOBbIN napoJjib Ha KOHTeI‘/’IHep.

4. DKCNopTMpyuTe OTKPbITbIN KAKOY W ycTaHOBWUTE ero B cuctemy Directum. [Jna 3toro B
KomnoHeHTe Mosb3oBaTeNn OTKPOWTe KapTOUKy MOJb30BaTeN MOOUABHOIO MPUAOXKEHNUA U
Ha 3aknagke «CeptudukaTtbl» yKaxunte ceptudpumkar.

YT06bI YCTAaHOBUTL 3aKPbITbIN K/IOY Ha YCTPOWUCTBO:

1. YcraHoBute kpuntonposaingep Kpunrtollpo CSP ans Android Ha YCTPOWCTBO, C KOTOPOFO
npeactont pabotatb ¢ Directum Jazz.

2. B HacTpolike KaveHTckoro npunoxeHns Ceprugukarbl BoibepuTe cepTdumKaT U HaxKMUTE Ha
KHOMKy [Lo6aBUTb K/ItOU, UTOObI CONOCTaBUTb 3aKPbITbIA KAFOY YKa3aHHOMY cepTudukarTy.

3. B OTKpbIBLIEMCA OKHE HavAuTe nanky ¢ KOHTEMHEPOM 3aKpbITOro Katoua 1 BblibepuTte nrobom
13 wectn Gpannos.

[lna 3TOro Ha ycTpoWcTBe AO/KeH ObiTb ycTaHOBAEH dainoBbii MeHesxep. Hanpumep, «ES
MPOBOAHMK».

4. BeawuTe naponsb.

I'IpM YCTaHOBKE 3aKpPbITOro K/aKo4a rnpuioxXeHune npoBeput ero COBMeCTMMoCTb C CepTI/Iq)I/IKaTOM, a
TakKXe UeNnoCTHOCTb JAdaHHbIX B KJ/HOYE. Mocne YCTaHOBKW 3aKpbITOro KJjHo4a KOHTeVIHep MO>XHO
YAa/inTb.

MNMoapobHee o reHepaymm cepTudukaTa n ero yctaHoBke CM. B B Hase 3HaHn Kpuntollpo CSP.

Ypanenue Directum Jazz

Mpn HeobXxoANMOCTU yAanuTe AaHHble, COXPaHEeHHble Ha YCTponcTBe. [N 3TOro HaXXMMUTe Ha KHOMKY
Yaanutb aaHHble B HacTporikax npunoxeHusa Directum Jazz agna Hy>xxHou cuctembl. [pu cneayrolem
3arnycke NpuUaoXeHnAa HeobxoAMMO 3aHOBO A06aBUTL CUCTEMY: BBECTU ajpec Beb-cepBuca, NOTUH U
naponb.

UTobbl yAanuTb faHHble BCEX CUCTEM, B HACTpPOWMKax ycTpomnctBa Bbibepute nyHKT MpuaoxkeHus,
Bblbepute npunoxeHne «Directum Jazz» M B OTKPbIBLIEMCA OKHE HaXMWUTe Ha KHOMKy OumcTuTb
AaHHble.
YT06bI yAaNNTE NPUNOXKEHNE:

1. B HacTpowmkax ycTporcTBa BbibepuTe NyHKT MpunoXkeHus.

2. Bbibepute npunoxerwue «Directum Jazz».
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3. B OTKPbIBLUEMCA OKHE Ha>XMUTE Ha KHOMKY YAaIIVITb.

YcTpaHeHMe HencrnpaBHOCTEM

B pa3szene onvcaHbl BapmaHTbl yCTpaHeHNs BO3MOXHbIX HEMCNPaBHOCTEN.

Ecan onvcaHHble HUXKe BapuaHTbl YCTPAaHEHWA HEeMCNpaBHOCTM He momorau, obpatutecb B Cayxby
noagepxky Directum. Mpu obpalyeHnn HeobxoaMMo ykasaTb Bepcuto npuanoxerusa Directum Jazz,
0603HayveHHyto B HacTporike Bepcua npnnoxxeHums.

[ OKyMeHTbI He 3arpy>katoTcs

3arpyska AOKyMeHTa 3anyckaeTcs, Ho dain He OTKpbiBaeTca. B gucnetuepe 3arpyska gokymeHTa byget
nMeTb cTaTyc «B npouecce».

Y10bbI YCTPaAHWUTL HEMCNPABHOCTb!

e MpoBepbTe HaNMuMe NOAKNHOUEHNS K CETU.

e repesanycTuTe NPUIOXKEHME.

Takxe HENCNPABHOCTb MOXET BO3HMKATb!

e Mpu HeaonyctMMom ceptudumkate SSL-coeamHeHua. UYTobbl  yCTpaHWTb  HEMCMPaBHOCTB,
onpeaenvTe, novyemy ceptudukat HeAoMnyCTUM:

e ecn UeHTp cepTuduKauUW, KOTOPbIN BblAan cepTUdUKaT, He SABASETCA AOBEPEHHbIM,
HeobxoanMmo f06aBUTb cepTUdMKAT LeHTpa cepTMduKaLMM Ha YCTPOWCTBO W BblAaTb
ceptndmKaT AOBEPEHHBIM LieHTpoM cepTudukaumn. MoapobHee cMm. pasgen «Hacrporika
KJANEHTCKOrO MPUAOXKEHWA Ha MCNOAb30BaHWe 3alinLLeHHOro kaHana HTTPS»;

e ecin cepTuduKaT OTO3BaH, BblAaH Ha Apyroe umsa Beb-cepBMca WMAN CPOK AEWCTBUA
cepTndukaTa NcTek, HeoHbXxo0ANMO 3aMPOCUTb HOBbIV CepTUMKAT C aKkTyaabHbIMU AaHHbBIMU;

® PV HEKOPPEKTHbIX HACcTPOMKax 3arpy3ku OKYMeHTOB 3arpy3ka AoKymMeHToB, MakcumasnbHbIi
pa3smep AOKYMEHTOB A/l aBTO3arpysku, 3arpy>katb AOKYMEHTbI.

e MpW OTKJHYEHHOM AuUCreTyepe 3arpy3ok Ha YycTpolctBe. B HacTponkax ycTpoinctsa
nocnesoBaTensHO Bbibepute Mpunoxxenunsa/Bce/Aucnetuep 3arpyskm 1 BKIKOUMNTE €rO.

[LOKyMeHTbl HeAOCTYMHbI B OpNanH-pexxume

HeVICI'IpaBHOCTb MO>XeT BO3HWKaTb, eC/In:

e He paboTtaeT gucnetyep 3arpy3ok. lNogpobHee cm. pasgen «/IOKYMEHTbl He 3arpy>karoTca».
MonpobyiTe 3arpy3nTb AJOKYMEHT B OHNAWH-PEXNME;

® HEKOppPeKTHble HacTPOVKM 3arpy3kuM AOKyMeHTOB 3arpyska AOKyMeHToB, MakcumasnbHbIN
pa3smep AOKYMEHTOB A/ aBTO3arpysku, 3arpy>katb AOKYMEHTbI;

e [JOKYMEHT He BXOAWUT B CMMUCOK odnariH-o6bekToB. MNonpobyliTe 3arpy3nTb AOKYMEHT B OH/MAMH-
pexvme 1 nepemMectuTb ero B nanky «M3bpaHHoe» nam «JlnyHoe».

ABTOOOHOB/IEHNE He paboTaer

HencnpaBHOCTb MOXeT BO3HWMKaTb MPW HEBEPHbIX HACTPOWKax KAMEHTCKOro npuaoxeHus. YTobsl
YCTPaHWTb HEUCMPABHOCTb, NPOBEpPbLTE:
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YcTpaHeHve HencnpaBHOCTEN

KOPPEKTHOCTb HacTpoek O6HOB/IeHUe AaHHbIX B MO6uabHOW ceTn, O6HOBNAEHME AaHHbIX B
poymutre v NMepuoa o6HOBAEHNSR;

KOPPEKTHOCTb HacTPOWKM nepejayv JaHHbIX B 6ecnpoBoOgHbIX ceTax. [lns  npoBepkwu
nocnegoBatensHO Bbibepute Hactponku/IMepeaaya AaHHbIX 1 B KOHTEKCTHOM MEHHKO YCTaHOBUTE
dnaxxok ABTOCMHXPOHM3aLUUA AAaHHbIX;

Ha/nuMe akKayHTa W paspelleHne Ha CUHXpoHM3auuto. [aa npoBepkn nociesoBaTesibHO
BbIbepuTe HacTpoiikn/AKKayHTbl U cuHXpoHu3aumsa/Directum Jazz;

OTCYTCTBME 3aBUCLUMX CUHXPOHU3ALUMWA  aKKayHTOB APYrMX MPWAOXeHWW. [na npoBepku
nocnegoBatenbHo BblbepuTe HacTporku/AKKayHTbl M CMHXPOHM3aUMA, He JAOMKHO 6biTb
akKayHTOB B COCTOSIHWMM CMHXPOHM3aLIMN.
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